Z

o KAZI00EH, FNESZ. BERIMBEAR!

o BEPEN, FEXNE, WEURRIBIBEORER, SMAUR, FHRBESNNAX

o BERFZ, MUNEENNIAEME, FILEXERNS, SHE, DF,

o M—MEMEEREL, —E=A A, ErEL, REBNEFRECHR, BATFHER
BEN—R, BF—R, SHREK

o WX—EAER, MIAEEESEECEN, HFHFRALEFENR!

o SKIFHGSBIRIR., RKIMEZF/ L Moffer, MEERIBFRIZR, BHMELEE—E

fTHRIEE A,

FMEEZEILER, RBECFE, AUSEECNIEE

BESTHN, FEZEHCRARFRS)/LE

1. XA linuxtl23B AP 1ritit, nginxiZITEMU /LM EHAXS?

127.0.0.1:80
192.168.0.240:80
192.168.0.150:80
0.0.0.0:80

2. B3 EMNZRER. 3T =RER

3 fREVEBRAN R BEIIGIE, W2 TiETABlwww. yuchaoit.cn, PIRERIRERMIL? AR

=7?

4. RO AER? 22?2 SHsMERIRO, ARIINAIARS

5.1linuxBZ D NiROFTA? MAEERSZHFETHIROGEE?

6 . X TATF&
NEFEBETATER?
NENHEENXRE?
NENEENX5IZ?
M EBENEFERIER?



7 KT AL A 5] R

ERZM A7

HREMTA?

EORML?

MO EBURERER?

MEEE D XMblockflinode =2

8 . 2R o) &

A REIRK?

R AT P LE LR Ui ?

AR+ 45E?

1linuxfRFBEIMIN LT Rim? WEIEF?

9. BHRBIFEIFIR, ABIBRSEIMUZE 123.206.16.61, iH[OR27717, KS
bigdata0l , %3 bigdata0224,

WMEEIRIZRSS 28, D AlERwindows. linux FRORFNEZ ST,
10.linux¥AiRHER? AT

11. 53 PMEN KRR, 3ITENERE

12. linux¥Wa] XA F S0 1)#R? mPa<

13. W{EafEREN, B AN yuchao-linux-class01

14 . {XEBEZE1linuxRZhRaA

15. BF1inuxK{THRIER

16.3# N\ /data/nginx/logs/B%, RAENEKIREE, GIEX
ff/data/nginx/html/index.php

17 . BN Elsof %, WMalElinux FBEEEEBNER?
18.PATHE S+ AER?

WM EErATHE E/H

e pPATHE £/, BKRAER?

19. linuxBW5|SX5HIE?

20. linuxfRBXMAHTRE? MEERFRESG?



21. linux¥{aARRTa<SHIMIT?
22. WHAHIBT RS EHRIER T LT EF?

23. [ARMNZZEFRNINdAns#EMNT, ¥ www.chaoge-linux.cc fETE
192.168.0.89 X{PIpt,

24 . Q0O ESEyuchao0l. tar.gz, EEMEEZ/tmp/yuchao01/
25.BIEH| e <sshjump01FTssh 'root@192.168.0.21"
26 .windows#fa] LEXHEINER, MIMMNE

27 A IRBE 4 EE T HRTEREE?

28. Linux¥a FEWEEFIR?

29 . vimila#FAREERN, B/ T8

30. vim AR XEFmysql_database

31. vim YNfEIENIFI3569T7

32. vimffaIMIBRELERY 71TEHE

33. vimffEIBUEXBFE=?

34. vim EISCINERITER, BHR"Dubu" " KE"—

35. vim ARTER/ER, BRMAEN " "Dubu" " K&E",
36. vimfIfESLIRECER, BIRFAAHN "Dubu" N "BE)L"

37. WME#ATIIRRE EMIFRIERIE?
38.vimiyswpld]E T ARESE? MAKMREIR?
39.FcatEAREBEIXH testl.sh, ABRWT
#1/bin/bash

# testing a bad command

if badcommand
then



echo "It worked."
fi

40 . WNETEEXHRI151TEI241T7

41 30{a4eMng inx A A F 5B Eh7R?

(38’ " /var/log/nginx/access.log)

42 . ONEIGE I UL R TA 0] 222
(387~ /var/log/nginx/access.logB—1Ti2—/XihEiCH)

43 . I EEnginxlIHEB RS2 A/N?
(12" /var/log/nginx)

44 FWHARGHABENcon Bl Ecnf BRI, FMH<

45. 3% /var Tl logX 4

46 .3/ var FMEREF SR

47 . B RAF B FEyuchao secret.tgzfIXH

48 . FWH AL LiBid 20 tgz [ E

49 . RS LFAIBMNtxt, log. pngXff, FMME<

50. B RALAMBMNLxt, log. pngXtH, BEREXMHFEES.
51. ARG R RS FEroot BF? =M<

52.QfE#H " /var/log” BR T, MLEXHHE password XEFEHNFRED?
53. gNfaH A28 ER)sshife? =M@ <

54 .15 A8 /var/log/nginx/access.log X4 Hctime
55.3%%° /var/log™ B, 7RAEIMFBELlogX, EMIER

56. 12 E, AF100kBNF2MAIFRE M

57.8lZBFyuchao0l, MifNZARroot, EAiAkshellZ/bin/bash, IREER"BNZE
Ylinux", FAFid&1500,



58.1%Hyuchao0l M REFNHITE AT
59.1% Byuchao0 1 AP IKS 3 HRT(B]2@"2022F 8 H8S"

60.8)2FFchaoge0l, ERuid}1200, gidf2000, ARAFRIBRER, FLTFE
%O

61.RIE#X 4K /yuchao_linux/, REZREFIEE, HMAFRE, HMARIE

62 . A0 T PE AN {a] IR ?

-bash: ./yuchao.sh: Permission denied

63 . MR T IR ENFE?

[root@yuanlai-0224 ~]# su - jackO01l

su: warning: cannot change directory to /home/jack0l: No such file

or directory
-bash-4.2$

64. EROIEHENH K /my tmp, FRT root/MUEMEMBF, REAZEZTEERCD
X, FToEREEM AR,

BAFcco1EtZE LRIZMNEZBXMH, BIMIRE? ATA?
66.[RERRHEAERN2E, WHRSPRN64409XHF, BEHRITEZIDT,
67 SN ERATE, XA 15:27:14 17-03-2022
68. AN EF M XL E?
http://yuchaoit.cn/nginx-logo.png

http://yuchaoit.cn/404.html
https://yuchaoit.cn/all nginx.tgz

69 . AE B HigEnginxANIER?
70 . U{O{ERN R 4S89, "2021-12-12 05:30:00"
71 . SBHIR AR S 230 (8]

72 . W0faf&E&yuchaoit.cnlfBZMip, WMiTHS



73 . BHENILRARMAOTERNES, BELHTRME
BTAMNISKREZRIRLSD, FMEN/var/lib/mysqlEUEE X
Fl/opt/mysql back/B@p&Nmysql all data HEIRZHHEA.tgz

74 JEENZE EAsshTpythonHFRER, =<

75  AMEIBES1ZB % /var/lib/mysql /fBXHIZER?

76 . XL TR ERIETT, —JHEHEEI/var/log/my_django.log
python3 manage.py runserver 0.0.0.0:8081

77. NEFREB—TPX, UMRMNIRNEE

78. R inuxRERESE, LT
rpm
yum

RIDR1E

79 . X Flinuxfyumif
yumF B FE B & X4 PRI 27
yumBE LR E M=
AN{a]fig & fo] B =AY yumifRE?
W] E Ffryum&B1E?

80 . WA RITHZH JLIRIER?

81. B —IRITIER /dev/sddiRINEI RS 2RAVER ATTE

82. WM DX /dev/sdd1AxEs X RL? HBEFEMRZDX?
83. W EEWRNE—IDS

84 . Y MR EEUNMEIRRIR?

[yuchao-1inux01l root /data]$umount /data

umount: /data: target is busy.

(In some cases useful info about processes that use

the device is found by 1lsof(8) or fuser(l))

85 . WA A B — 1 1GK/)\RYSTIE?



86. ¥ hHlas LATENlogXE, ENETRXMGR, TETERRIR, MifH<.

87 .18t /ete/ FTEEMEFBERFHNXY, BRXXHRZUNEEIFFEFXNXHE, B

EEZR—THF, UMREEEMRATHXMGR

88 . ¥ M 23 EEKLL. a8l . bR

89 . IRENHE A ZZMiptthilt, =F&<

90. HiffnginxBCEXHRZER . ERHFT

91. Gt AR R L BROBF ERERAFE, grep, sed, awk3EH

92. ¥ tHrootBIZEMAF , grep,sed, awksLH]

93 . 1B Fnginx HEMiptthlit, grep,sed, awk L]

94 . I RIEHIMAIINER, sed. awk. grep3EIl
95.%iti/etc/passwdFEITHEFLLITHRNS, BIETS

96 .3 %l /etc/passwdflroot B Zlnobody AFHIANS, BFE1TS
97.#El/etc/passwdilroot A, EXRHMEERUT

HF#&---uid---gid---home---1login shell

98.%it/etc/passwd A AWFERNAF R, BFTR. BRERERS,
BT
15-—-AFPR---AFPER---AFPERERE

(&
oh
i
i
P
b

99. HawkBitrootBIZ T Z/ M EBAF, EXRERXUNT
- FIENFABREa&ENEFR. BFRid. AFRFXBR

- Z5REHTH]
- BERPHER: 8F

100.%EMR, BOTHAERE, &RE—EDERT, H. Bhsg! 11!



nginx B & AR

125.64.220.19 - - [13/Apr/2022:20:10:46 +0800] "GET

/ _nuxt/5e59b184285685833877.js HTTP/1.1" 200 6292
"https://www.luffycity.com/" "Mozilla/5.0 (Windows NT 10.0; Winé64;
x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.75
Safari/537.36 Edg/100.0.1185.36"

125.64.220.19 - - [13/Apr/2022:20:10:50 +0800] "GET
/_nuxt/fc3c9e3ddflaee9f£295.js HTTP/1.1" 200 5815
"https://www.luffycity.com/actual-course" "Mozilla/5.0 (Windows NT
10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/100.0.4896.75 Safari/537.36 Edg/100.0.1185.36"
113.80.224.152 - - [13/Apr/2022:20:10:55 +0800] "GET /study/degree
HTTP/1.1" 200 8862 "-" "Mozilla/5.0 (Windows NT 10.0; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.60
Safari/537.36 Edg/100.0.1185.29"

L RAEB N

I have a dog, it is lovely, it is called Mimi. Every time I go home
from school, Mimi always cruising around me, I will go to the
kitchen to get a piece of meat to it, it lay on the floor to eat.
My legs and then jump to bark "Wang "called, so I picked up Mimi,
it is the opportunity to lick my hand, making me laugh.I like Mimi,
like puppies.
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