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1 0.000000 192.168.0.2 Broadcast ARP wWho has 192.168.0.27 Gratuitous !
2 0.299139 192.1628.0.1 192.168.0.2 HNENS NamE qu Fy NBSTAT *{OD}dDD}aDD}{OE
4 1.025659  192,168.0.2 224.0.0.22 TGMP V3 Membership Report
5 1.044388 192,168,032 192.168.0.1 DHE Standard guery SEV _ldap. tcp.nbar
_6_.1._0.48652. 1.92.168_.0.2 239, 255 255 250 UDF'_ SDLH"EE pnr"t 3193 Destma‘tmn pDr
7 1.050784  192.168.0.2 152.168.0.1 NS
2 1.055053 192.168.0.1 192,168.0.2 uok SDLH"EE pnr"t 1900 Destma‘tmn pDr

9 1.082038  192.168.0.2 192.168.0. 255 NBNS  Registration NB NB10061D<00>
w&m&-: ”’%—Eﬁ %@ﬁ %fﬁﬁ?@@ : rconf

12 1. 22?282 T TR

ht‘tp > 3196 [SYN ACK] Seq=0 e
>

192 168. D 1

[~

Frame 11 {62 bytes on wire, 62 hytes captured) -
Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Netgear_2d:F5:%9a (00:09:5h:2d:75:9a)
Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
| Transim ssion Control Protocol, Src Port: 3196 (31960, Dst Port: http (803, Seq: O, Len: O
Source port: 3196 (3196)
Destination port: http (300
Sequence number: O (relative sequence number)
Header Tength: 28 bytes
# Flags: 0x0002 {S¥N)
Window size: 64240 bt
o000 0D 09 5bh 2d 75 9a 00 Ob 5d 20 od OZ Of 00 45 00 T e
010 0D 30 18 48 40 00 B0 06 61 2c cO aB 0D 02 cO al JOHE L A e

020 00 0L Oc 7c 00 50 3c 3¢ 25 f3 00 OO Q0 OO0 7O 02 P [ b p.
030 fa fO 27 0 00 00 02 04 O5 bd O1 O1 04 02 e

=+ =

[ =

[File: "D ftest.peap” 14 KB 00:00:02 |Pr1zo0D: 120m: 0

1.1.3. FHRSHMEIEO
Wireshark BILAHESFIMEREORENNE, MIRRLEBEMED., B THRSIFHOMEMEREOZRE, aTLAERNMLS E3E
http://wiki.wireshark.org/CaptureSetup/NetworkMedia.
1.14. XisSHHCIEFHBRAE
Wireshark BTLAFTH S F MR D HTAR(HBIERIE, HER???
1.15. Xzt
Wieshark B LASHEHE S H /9 SRR SRS, 1?77
1.1.6. XISFMNNAREIIRMSS
BLSTEAF SN AIRERS(TE Wireshark FRa] 8RR 0fES)?7?
1.1.7. FFEERM
Wireshark 2FFFEEEINE, A GPLNATT. BRILIGRERE IREERMSLLERE, FRROERRGZER-E, FrEriR~IEE GPLEZE TR
AILARZEER. EALLERE, ATRTLMREZTE Wireshark LRIERANMNY, SEGEFERUHESIEGHNERE, XMNA+2T 2.
1.1.8. Wireshark A gE{f{aY=E
Wireshark A~gef#taN T~ IHEE
o Wireshark RENERRS. MFAEMATHIRE T — Lol Mo IR AIFRITIRAOHENS, Wireshark FEBLE, (BRNERETHIE
YIS, Wireshark ATBERIERBERE T HASERE. “




o Wireshark RFAMEMKZESS, BIXE “NE” (EM)MNLEE, Wireshark Ao ZxMEDSME TR EMNEE (SFRETIRIN, Bfta]
AZELERRAT)
1.2. RiBEERK
BEZEIET Wireshark EEERAVFE K.
1.2.1. —f%ikxER
o HBHWERES/NER, EASHMEHITLUESER, ERHBRELER FAEER,
o HAEENHINMEFHIEEBESERCIER | £ NMERRIGIF: 7 100MBIT/s £ LUK FiEEEUREIG =4 750MByties/min RIEHE! £
IEEMEPIRE SRR CPU, XENNEFIEBI#HETRZE B YVEN.
o HNER Wireshark iIZ{TRIREARIESESHFEL L, TTLAE http://wiki.wireshark.org/KnownBugs/OutOfMemory REIFMANBLAR BRI E.
o Wireshark {EAXIAMIRSATEIBUEMESS, SRR/ SEERAINETEASILEIMAMESEERANEE, flildReEmEaE—IEST
Hi2E1T, BRTYUUTERGS. TEten “SCHNEFEsER" , IEEEESETE—IET, EnEEaETES—MIEET.
AR S E R ED,
1.2.2. Microsoft Windows
e Windows 2000,XP Home g, XP Pro hfz,XP Tablet PC, XP Media Center, Server 2003 or Vista(EF=1E XP TEF)
o 32-bit FBAMEEE ESMISAIAMEEE (BRI 400MHz BES ) ,64-bit LIRESTE WoW64 (HEIAE T-I—H&iAR
o 128MB RZAF (FiIX 256Mbytes H&E =)
o 75MB EIFRRESE (WISVBIREBIESY, EEESE) 800%600 (FiY 1280%1024 S =) D UERER/L 65536(16bit)es, (256 B|FIRE
RRMTEIEE legacy GTK1” )
'IIEﬁF"Ei‘ X
o LAKK: windows SZHFAIERILAKM-REBRTLA
o Z&BEMR: I Micrologix support list, AfE 802.11 GLFNTCEHEIR.
o HeEe#EOMW. http://wiki.wireshark.org/CaptureSetup/NetworkMedia

15488
o HFUT=RERE, BASXIIBMR Windows 12375 BIHIARAREEERIBLARERS, XEBHEIFTEEINRME, Wireshark
IE{TRTREAYESUY (90 GTK, WinPCap %) thIEXN BRI, FEfE, SUKENRE 7 eliIBEsAS .
e Windows 95,98 #1 ME AEEIE1T Wireshark, ERIBIRE—NEILUEITELA L FEERIRAE Ethereal0.99.0(FE %% WinPCap3.1) {RIKARAT LA
SEAM: http://ethereal.com/download.html 315, NIfER—T: HERTF 2006 &£ 1 B 11 BFLEXT 98/ME 3745,
e Windows NT 4.0 &85 51517 Wireshark @B— 1P EXFIRAE Wireshark0.99.4(FEZL2EBmHI WinPCap3.1) {F&RIARTLAM
http://prdownloads.sourceforge.net/wireshark/wireshark-setup-0.99.4.exe B&IT. IMEE—T. &&kTF 2005 5 12 B 31 B=E1E3T NT 4.0 B9
X,
e Windows CE KRR AR windows (NT/XP) Atz #F,
e 64-bit LMEERIETT Wireshark EEETE 32bit (FEINE FFRME WoW64), REEELEE WinPCap4.0,
o WIFEZERANERERHARBUESREE, BB LA amrtaiaRE,
1.2.3. Unix/Linux
Wireshark BRIFTLAZEITEIFZ UNIX F&, RFEALXIEE LHE Windows FHIEIR. ZHEEHIEUTFEEEA:
e APPle Mac 0SX
e Debian GNU/Linux

e FreeBSD
e NetBSD
e OpenPKG

¢ Red Hat Fedora/Enterprise Linux

¢ rPath Linux

e Sun Solaris/i386

¢ Sun Solaris/Sparc
MRTHFISEERFETEER, FAILATEEHHERREE. HLEERERIEARAFE] wireshark-dev[AT]wireshark.org S EERIEZLR,
1.3. JAIBEERJLASE] Wireshark

Wireshark {@EE 4-8 BN R —IXEThRAS
YNERIFABTRIE Wireshark RfREEER], {RAILAITE Wireshark-announce BB{AFIE., ¥ 1.64 T “Hp5IE"
1.4. Wiresahrk f&gsp®
1997 FFLAfE, Gerald Combs FE—NTEIBERMEAMHAEFIMEENIR. FTLAMBFFIAFF A& Ethereal (Wireshark TRE LARIEIEFR) LARRRLA_EAIF
IMRE,
Ethereal 2% —HR, LHFERFFA, FIR, 1998 &F, LITXAKMAGE, #T, Bug RS, LARIFLZAYER), 0.2.0 IRiEET . Ethereal FLERLUXF G
ARIOAY.
LEARA, Gilbert Ramirez KIMEHIEN, HAERETREST
1998 £ 10 B, Guy Harris IES#k—FHLL TepView BIFRITER, fthFFIa/9 Ethereal #7250, FHEM DT,
998 FLAfE, IEFE# T TCP/IP #5589 Richard Sharpe XiF T EEXLIFEFINER. HARARIZMGEEEMEFIRENMY. WMRAT, FHMGL
FROZRAEHRIN. FrLAEFFE S Ethereal BIDHT R B0
MIBLARS, #58f Ethereal BIAMSKHZS, EIIAIFFIA/ L FEBRHT—LE A4 Ethereal SZRFAIMN. FRLMBAEN 7 2B0MENTEE, HAFMNRMT
B EITE,
2006 FFINE Moved House (IXAIARFIEEAENE) HEHHESI: Wireshark.
1.5. Wireshark Fr& 4t
Wireshark £&2¥Ji Gerald Combs FF4. B &I Wireshark team #{TiH—EFFAFIHEIR. Wireshark team 2—H{E% bug 12%& Wireshark THEEAYIH
STRLRARAIABREELA,
BARENR Wireshark 12O HT. REIEIIEHEBIXLEMREFEANE. BIFEE Wireshark FHEIFEER THY About fRETLAIKE/S Wireshark
RARBHARER, sEZ(REELUET Wireshark MuLHY authors TREHLE!.
Wireshark 2FFFRIEIIE, AIEfE GNU General Public Licence (GPL ##1{), ATBIRAABAILATE GPL #E2R N R Z&ER. JRMEEM Wireshark LA(E
EEENFE, NRETLURHESAMuRL Wireshark team , BATEAHERREL
79 Wireshark Team RLSAISOHEIN, BIAT=AL:

o MEEMAREIRENSUHTDERSEEEIINNE, BESEAREER Wireshark team —HEESEIIEA




e The developers of Wireshark might improve your changes even more, as there's always room for improvement. Or they may implement
some advanced things on top of your code, which can be useful for yourself too.

e The maintainers and developers of Wireshark will maintain your code as well, fixing it when API changes or other changes are made, and
generally keeping it in tune with what is happening with Wireshark. So if Wireshark is updated (which is done often), you can get a new
Wireshark version from the website and your changes will already be included without any effort for you.

Wireshar JRACEEFIZ#EI kits (ZHBHITEE? ) JLURIEECHEEXIN R, MubE: http://www.wireshark.org/download.html.
1.6. jCIRIAERFNIR{SHEED

WNERIGHEERPRIE] TR, EBFEE Wireshark RYFSEN, BLATNUMEIEELGEXERGE (34, REEXEH) .

1.6.1. [k

B8] http://www.wireshark.org (G &KX TF Wireshark 1FZE BRI ER.

1.6.2. 28

Wireshark Wiki (http://wiki.wireshark.org}fgfft/ iz HIR Wireshark LIKFHIEEIAXER. (FEREI—L2EMERAEABRER, flg: wiki &8
R RIE MR IR, RRRIIESHEIINNESE, F5,

BFHNEERE, IRMELAREREIIE (LLanEEEEMmY) , BelliBITNEEmEE.

1.6.3. FAQ

REEWDEIRE-E “Frequently Asked Questions” #R{E—NEEWIDZIRI LR ERNTIE,

Read The FAQ
N 'P FEERE ARG EIRMAT IR Z B, BEERELIE T FAQ, ENXEMARSEELRM T ERRIAM, &R, REAKXTHLAERIATE (18

£, BRZSARKTRE00E) .

1.6.4. BRI

TERUNUERMETIR, DalEFAEAER:

Wireshark-users
XZ— Wireshark FAFHIFIZR, KSIBIIKTLEFFA Wireshark fUja)fl, HEA (IEFEEH) REMZR, (FE&T. HibALSAD
=EAF? )

wireshark-announce
XE—NMXTREFARERGIER, BEE 4-8 AHI—IX,

wireshark-dev
X2 KT Wireshark FERRIEBAHFIZR, IRFEF RN, STLAMIIANIZSIZR

{RAETLAUBIL i http://www.wireshark.org 1T FEMHBAFZR. (B R R MG A FIORIMPA-FIZRIERERAT LA, BRI, ErTLABERITFR.

RR
N 'P FAILERFEEEA B ATRF—HFINRE, BirHNERERE T &R, XEEMABRZEMIAFEIATERT.

1.6.5. IRESIRE

T=
Ei RS AR R, BHERRRAIZRIIRARY Wireshark,

HITIRAZARAYA R, ANREIRHII MRS IR ARRE .
1. Wireshark B9hRA, REMKEBIERIMRA, a0 GTK+, FE, {RALUET Wireshark -v @3$3RERAS., (fHiHR UNIX/Linux &) .
2. =17 Wireshark B9 EEEE.
3. XTFIaRRAvFEMiEAR,
4. MNREEBEEEERFEFESER, BIUERERINA (URELRZAIEZEHNA, IRE/NE) , XFEMATSESAIA LA,
BAERIXIEN:  “1got a warning while doing x” 7, RAXHERKEAEMNFER.

AEREXXH

z RERIET KRG (>100KB) FEBAFISR, fEHMEHHIN— M EREEBEIRINCE ALl KA HREHMASIRERIBRLRTE
AR BB R REINE. RFE, (RALARRAEPLEIRAYRIREIERE, EREREEIERIA.
AFERENZER!
NRIERIEHIREIREIEMAY R, BHEC(IFESHREETEREE, IEEaEEILLSEAT,

1.6.6. £ UNIX/Linux EE&IBIRIR{EEIR
MRERIEFHESUERIRAGFIZR, BHECIITE8EEETEER, NERsE BN,
(R LABE N FapSIREERMER :

$ gdb ‘whereis wireshark | cut -f2 -d: | cut -d' ' -f2° core >&bit.txt

backtrace

AD

$

i 30
Ei EEFMNE—THFRE! ©

S
Z BERE—1 GDB %%, {FAILUERsE— FLUSRMAE, BELSREMER, /D&% (CTL+D) K2R GDB $<, LRSI HIESE
ESHEEI— B btixt FIXAH, BEAEN bug R,

T=
Ei NERfEER/D> GDB, Bt EIRAURIFR SIS,

{RETLARIE B EEAR{AR! wireshark-dev[AT]wireshark.org HF{4%1ZE
1.6.7. £ Windows E&BISER(4EIR




Windows FREEEFFSXH(pdb) EMAFEA. EItAKTEIE+OBERXANBER G, (RIGCRREHERMEGRIERERANEMEE—, (X
HAFRRAR)

UiEE: EATRENERNZA, FUFRSBAERUMT BEEXBINE, EEHLAIENESSERE, NREEEBNER, SiFaEiTEN
MR AN RN

WiREE. [EX “The values below are the minimum requirements and only "rules of thumb" for use on a moderately used network” , E” rules
of thumb” FEFROZEWENN, EN_ X FIBENNBRREER—2, ABEREBER: ASHERTER, EHIEmEER. XEFENER3HH
UiREE BRWIXOIEMERE, FIBNEE—, SR IESE RSB TRNER, BHAZEEEFE 30 SRS A 10 iz AET. S,
XR/DERTIA R EERRN. BRRRXAEREEEME, TTaeEhFENERnE

Y AREANEREMN, BFFAAENARE, BFEHSrEE

"iREE. BOIENERR, BE XX NN EEER

©12#5F . B3R, "Type the characters in the first line verbatim! Those are back-tics there!" Those are back-tics there! RELEE+ AR, back-tics=

[EENIE? 2E Linux BYERIFEIE



£ 2 5 miF/RE Wireshark
2.1. 0
FEEBFL, Wireshark BRI, EFE{ERA Wireshark, {RiAZR:
o RE—MESTRERANTHEIE, HE
o REBFEMHENEIRER RmE.
Bal, [BMEI=F Linux ZITARETLMEIX Wireshark, MIEBEREEHAVEBZIATANRA. ESEFRE UNIX IRABTLUER Wireshark . Windows RY{E
{AIRRAEBABEIE ) Wireshark ETFLALIRE, {REEXEMNBEESRISRITHRARY Wireshark LARIMEAI LT,
AEDABETRMIAEEX AN HHE, WERBRIEERIFE Wireshark R34,
UTRBFERIZE:
1. THEEREXE, Flan. FESUEFEE SHBIAITR.
2. KRS HmIER B GNRE T EHRIRIESHIE). X AR S RmIFEN/ = Mt EEE.
3. DETHHISRIREZBINMIE.
2.2. 3RER
{RBILAM Wireshark Riid http://www.wireshark.org. BIRREESHFIZiH SR TR, SIREFE NMEIHE, ARERRERSUGS THBIAITEME
RGN (REgEERE—RAYNER) .

THAEZEAIHE !
EI —figskin, BRIEER T Wireshark MIERIEAEL4RIE Wireshark JES {4, SOl EE N EHSZNE, XS EEE SRS,

TE
Ei SRRIERS EBSNTHEIATIRTR, BNIZEFERESEFERE, tIEBESEE MRS ZIRESRNASE, BRLEE
AL ERIBFwIERT.

2.3. £ UNIX T&R&ZH)
FERmFRETEHBIARITIRZA, SO RECEREN T
1. GTK+, The GIMP Tool Kit.
BEREEEZE Glib. B 1ERILAM www.gtk.org 3X15.
2. Libpcap , Wireshark FBSEIEEHNTE
AT LAM www.tcpdump.org 35158,
RIBIRERFNAR, BHireepE_HEE, W RPMs T EFEIREFEHHREE.
MEREBETHT GTKHEN, B 2.1 “NESHRIE GTK+” RS SXImEFE R,
Bl 2.1. IESZH4RIE GTK+
ozip -dc gtk+-1.2.10.tar.gz | tar xvf -
<much output removed>
Jconfigure
<much output removed>
make install
<much output remove>

li?
Ei fEoRemE &l 2.1 “ESUARIE GTK+” HIRHAMRASBXIALE T GTK+hRA. SR GTK IBRALTE, BRFFEENE.

tar xf B RIEEBENNER.

li?
Ei WNEREMEA Linux, BiE LT GUN tar, #RaJLA{EF tar zxvfotk+-1.2.10.tar.9z <, EFFBETRE(HE gunzip - ¢ i gzcat MIARITS
UNIX 5f4 gzip —dc

=
Ei SNSRIGAE windows FRET gtk+ BRERMIM. SRISHRIRERTRA: gtk+-1.2 8 targz

NERFAERATAI 2.1 “NFESHRIE GTK+” RS SEIBIERAERNE, RATLUEIA GTK+Ris,
MEREBETET libpcap iR, —MRISSNGI 2.2 “4Ri¥. L3 libpcap” ERAVAMFSBETHmE. A, WRENBRIERFEASF tepdump,
1EBTLAM tepdump fuh FEiZEEE,

Bl 2.2. 4miF¥. T3 libpcap

ozip -dc libpcap-0.9.4.tar.Z | tar xvf -

<much output removed>

cd libpcap-0.9.4

Jconfigure

<much output removed>

make

<much output removed>

make install

<much output removed>

li?
E i Libpcap B REFBERIBERINRAHITIERL, tar xvf 15 B RERREFERIE R,

RedHat 6.x RELLA FIRAIIE TR (BIEETFTERAITIR, 40 Mandrake) (ERILIEZEIT RPM ZEENE., KSHIER THY Linux TELEE GTK+
# Glib. ;i3 3Rk, (ReReEBELEME BTSN, LS alAS%EF] 2.3 “7E RedHat Linux 6.2 Bl E ETIZRAERITIR FLEZEER RPM A",
MRERTELRE, BoltREEL R 2 RPMs,

5l 2.3. f£ RedHat Linux 6.2 FEEFZRF BRI TRER=M RPME

cd /mnt/cdrom/RedHat/RPMS




rpm -ivh glib-1.2.6-3.i386.rpm

rpm -ivh glib-devel-1.2.6-3.i386.rpm
rpm -ivh gtk+-1.2.6-7.i386.rpm

rpm -ivh gtk+-devel-1.2.6-7.i386.rpm
rpm -ivh libpcap-0.4-19.i386.rpm

=
? ANERIE(EFD RedHat 6.2 Z/SHOMRA, FER RMPs BAJREEERE. EEEFAERA RMPs &,

£ Debian T&EILAERD apt-ge 5<%, apt-get ESNETHRATERUEIE. SWH 24 “7E Deban &% Deb”
5l 2.4. £ Deban T%&%& Deb
apt-get install wireshark-dev

2.4. 7£ UNIX T4gi¥ Wireshark
WNR1E Unix BAER R T LA TEBYwIF Wireshark JRAES .
1. YNSR{EMA Linux MIERE ozip'd tar 374 ANSRE(FER UNIX, MUEEE GUN tar 324, I3F Linux @580
tar zxvf wireshark-0.99.5-tar.gz
XF UNIX g, @il
gzip -d wireshark-0.99.5-tar.gz
tar xvf wireshark-0.99.5-tar

li?
fi (FFEEHST gzip - dc Wireshark-0.99.5-tar.gz|tar xvf EJRERTIAY

==
fi SNERIEHE Windows N TET Wireshark {RERIMIHE FRIFPL RERRL T FlIZk,

2. BHERIERRERFEXHER.
3. BEBRMHIURBRESERRY Unix BIARA., 5ST:

Jconfigure

MEHRNTBIRREIR, BREEEER, REERH configure RRMBERAILUSESE 26 T “fRR UNIX TLEISFZPRIEIRT 7
4. {55F3 make e <SIGIFESUGmIER —HFIE, FIaN.

make
5. TERBmFFHN_HTICRREZBIR, FRUNTHS:
make install

—B&{HEF make install 2% 7 Wireshark &l LUBIZ#I Wireshark a5 $RIE1TE T .
2.5. 7£ UNIX FREHGIGE
—RESRI, TR UNIX FEZHBIATEMERNAIRIEERY UNIX BORRAEE MBI EAR. Fla0 AIX T, ERILAER smit &%, Trub4 UNIX
EATLAER setld 45,
2.5.1. £ Linux SRR TR RPM &
ERIN T ar S %% Wireshark RPM &
rpm -ivh wireshark-0.99.5.i386.rpm
NERE SR Wireshark {RERVRF T SELIRIEIR, BTSRRI, AEE=IH%%E. REDHAT MMRERIEGESE G| 2.3 “7£ RedHat Linux
6.2 B EETIZRABRITIR TR ZH RPM &7
2.5.2. £ Debian KiET%&% Deb 2
{FERATFESTE Debian Z22E Wireshark
apt-get install Wireshark
apt-get SARSERRATERIERIRIE
2.5.3. £ Gentoo Linux 315 %% Portage
{ERAN a4 TE Gentoo Linux &4 wireshark LUK FrERUZEERIMS NS 4
USE="adns gtk ipv6 portaudio snmp ssl| kerberos threads selinux" emerge wireshark
2.5.4. {£ FreeBSD IS THRES
(U TS 1E FreeBSD %% Wireshark
pkg_add -r wireshark
pkg_add & AESERFTERIEXRIEIE
2.6. iR UNIX FREiIi2HRREE
RSP IRERSIBE—MERMER. XBAEH—SERIBRDNE.
AR configure Bi—A4EIR. (FHREREERNERR, EolLSEHEXMH configlog@EXHBERT), BEEEARETHLEIR. BIMERE
BRERERE/1T.
—IRIRERE AR GTK+IME, & EHY GTK+ARAIHK. configure F5IRIVB—NEEZE SEIERD libpcap((XFLERIERZIAVHIEETR).
BI—ENRZRZAFRERERE. ERIERESHAKNE. XEFEZEEIHEAETR sed 45< (ELi solaris &) . BM libtool
BIA(EFD sed SRR EEDS, EERSSHATHMRYER. EolLUBE TEHEMIRAR sed BRIRIZARR http://directory.fsf.org/GNU/sed.html.
MRETECNHERTERE. RIXEEE wireshark-dev iBBERIAIRR, =578, HBHEEZERT E config.log LUK EHEIA S FRRAIB EERIARA,
540 make iIF2HVEER.
2.7. £ Windows T 4miFiR
£ Windows AT, FENSHFERFERATHIIGERERE, RIFGENE Wireshark FFRRY,  INFRE THEXT Windows TRi¥Zsx Wireshark,
BEERIAF A WIKI pJig http://wikiwireshark.org/Development >k 7 ez BT A& 73 EIRISAS.
2.8. £ Windows T &% Wireshark
ATIERITTE Windows i Wireshark i€,
2.8.1. % Wireshark
18571819 Wireshark ZiHHZL2EE AT REZ TR Wireshark-setup-x.y.z.exe. Wireshark L2882 WinPcap FiLAISAEE R FHLEE,




BRREER http://www.wireshark.org/download.html#releases & Wireshark 3= FHHITERIT], bR EBHIREZSI, BB EEEIhER
Ax

A
<o

"P B RERISRIARE

NRIEART R ERIERRNAE,

AL
Wireshark(83% GTK1 #1 GTK2 #Z#OFLiERRT &)
SNERIEMFEFE GTK2 B9 GUI REBZIaAT LAS GTKL, 7E Windows T 256 & (8bit) ERERTLRIEIT GTK2{EERH LS ROFFITINEEE GTKL
TEIREFCIASCHR,
o Wireshark GTK1-Wireshark 22— GUI (&S THE
e Wireshark GTK2-Wireshark 22— GUI Mo TR (FEIN{ER GTK2 GUIHEETHR)
o GTK-Wimp-GTKWimp 21FR GTK2 BOBHIERRBKIRE windows32 127, HEEFER)
o TSshark-TShark 2— S 1THIME DT TE
/3 B (Wireshark, TShark 99475 | 22):
 Dissector Plugins-oififf4: wHT BHOHTRIEM
« Tree Statistics Plugins-BHRSEiHEM: FitTEY E
e Mate - Meta Analysis and Tracing Engine (experimental):m]EcEHIERITIES |22, &% http://wiki.wireshark.org/Mate.
o SNMP MIBs: SNMP, MIBS B9IE4HSH.
Tools/ TEGMEHBHIESU4RIM IR ST TR
User’ s Guide-FIFPFf- At FEM. NEALREFFAM, BESEBRIAT D IRtHRERETsEM 1517 internet.
e Editcap - Editcap is a program that reads a capture file and writes some or all of the packets into another capture file. /Editcap =—MEBEIESN(4HY
B, ERLE— MBS NSRS AT EEEEAS— MEEN . (SUFEF or iEAN? )
o Text2Pcap - Text2pcap is a program that reads in an ASCII hex dump and writes the data into a libpcap-style capture file./Tex2pcap 22—
IEEY ASCIL hex, BAEUEZR libpcap MNHHIRER,
e Mergecap - Mergecap is a program that combines multiple saved capture files into a single output file. / Mergecap 22— NTLUSZMNEIE
XHEHA—MRIRERF.
e Capinfos - Capinfos is a program that provides information on capture files. /Capinfos E— B REIEN S ERIFER.
“Additional Tasks” T
o Start Menu Shortcuts-FFAS R RES = -1 In—LeHE S N EIFF RS
e Desktop Icon-E=EER-1ENN Wireshark EfRZEIEME
e Quick Launch Icon-RiEENEF-1EII— Wireshark BFREIES R T2
e Associate file extensions to Wireshark-Wireshark SC{4-KEX- 1S E R ENAFIFF A T KEAZ! Wireshark
Install WinPcap?” @
Wireshark BB EE T HRHMRAY WinPcap T26,
WMERIERBREE WinPcap , ISTABIENERE. (BEEREEETLITHLMRENRIEE .
e Currently installed WinPcap version-ZgiZ2£H) WinPcap kx4~
« Install WinPcap x.x -SIRHRIZEARRAMET Wireshark BHHY, ZETELEBIAE.
o Start WinPcap service "NPF" at startup -i§ WinPcap BY8RSS NPF EEaihET-XHFEHEIEEE R B EE T LEEE T .
BEXT WinPcap FHER.:
e Wireshark #85% http://wiki.wireshark.org/WinPcap
e WinPcap B/5MiY: http://www.winpcap.org
TR SIEIR
B EEESSITETEES, TINMHISH, XERBERERANSHMMRERE. AENBINAT, FJLUSE—LSHESITE:
e /NCRC Zi|F CRC &
o /S BRERI(LAEaREE Wireshark /& BREER LRI ASZ%E WinPcap!
o /desktopicon LIERMHENR, /desktopicon=yes REEEIR, RZVUAZE, EEFHARER.
o /quicklaunchicon BEIRLZEZIREENTEL, =yes-LREITERE, =no-A&E, NERKIANKZE.
o /D REERINLEBRGINSTDR) BEELEARMNLEBRIMERE, WEIWRNREIRE. BIFREESTIE
il 2.5.
wireshark-setup-0.99.5.exe /NCRC /S /desktopicon=yes /quicklaunchicon=no /D=C:\Program Files\Foo

2.8.2. FEIFEEE WinPcap

3}
Ei RS FEER, Wireshark 3T SIEENSF WinPcap lU&R3, FRLAESEER R WinPcap,

TERY WinPcap (NEGBREZHAREIERE Wireshark RRIARENRZS WinPcap, FISN—NEThRASEY WinPcap &Y, BEREELEE.
EAJRAT WinPcap hivA (4% alpha or beta hiz) BILAE NEIMHIETEE]
e WinPcap BE/5Muh: http://www.winpcap.org
e Wiretapped.net $&{&uhra: http://www.mirrors.wiretapped.net/security/packet-capture/winpcap
FETHREBESEI WinPcap NLEEZFRBERIUT” auto-installer” . EfTRTLATE NT4.0/2000/XP/vista TREE,
2.8.3. ¥R Wireshark
BIHEEATEARB 128 WinPcap EFhEIEFThRAS, WISREIT IR T Wireshark BENMBE, BUIGSIKE Wireshark FThik A &7ANEER], W5 164 T3 “HF
HHIR"

FIRIEEBEEE 8-12 B, F#f Wireshark iR LE—THIRE. THHEZECHILL., EMEEATEENEE, EASERTENIAKE
2.8.4. E¥f WinPcap
WinPcap IIEEFIAR T 9ORE, @E—FE4A. FRAEIIRHRESIEE] WinPcap R9E]. B#T WinPcap REEEHEE.

H
25

@ ELRIHR WinPcap Z/1, WMREELLETIHR WinPcap, &WRSCEIEE. SRIUTIRAR WinPcap LiRITS B CEIEIBR.
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{RETLARE W5 =ENEL Wireshark SEREARIN/MBRIERS, 1568E” Wireshark” EIRFFIAENEEDA.,

Wireshark ISR SR — LS SEERE SRy, BAREHHEZOEM, BREBNAIREFR WinPcap.
WinPcap BMAFRSHEE, FAEMZELL Wireshark FIFEFEE R 8EEIER WinPcap

2.8.6. EEk WinPcap

{RAJLASRIRENE, WinPcap FERIN/MBRFERFIEIE” WinPcap” HIEHTE.

e
? EDE WinPcap ZRIZIEABE([FEFE Wireshark fEEE.

EEE o e R EFTE AT B,

YiREE. BRBIAENE Pipelin 2, IIFHMEWNEE, FHEEEEH

WiREE AAFRHE UNIX/LINUX, X—EREIENERREER, JREARBIDXEHELEE Wireshark £1&5HKR, BBHNMET. FTEMAR
— T UNIX/LINUX F&RERGE, UNIX/LINUX TR, BRffLER, 12 THREEESHE, XMARINFLERN TRIFREEER—HY,
BILABTIILMER, mFMBEESECFENT. 2. EFAELMIFNAITEERERE, XMEARFAERRE THEIIRE SFEEXIMAYRATLA,
BERATAXE, FTEEBNMFEHIREIGERN. F1ERRFERE, FEREFRARTERE, HREEG—LHUEAREARTR. Ll Linux TRY GTK+
i, HEIEEREERAD libpcap. X—RAJLASESE 23 T “EUNX FREZE] 7 . WFN—RLBREMRE, WiF, T (tar zxvf
Wireshark-0.99.5-tar.gz;make;make install) EiZZLZEN 2IRIER BTSSR,

WS RN SR, BESGRETXNR, XERIVGREREEER




% 3 5 APRA
3.1. $ﬁ§ﬂ
NMAEELRLELF 7 Wireshark JLFRT LA RS — M. REENX—THEIEESNA
o Wireshark BYF PSR mEaN{aI{#HER
o UIHEIEE
o« WMIEES
o WANTIEE
o e AR Bt —LE T {E,
3.2. B&)) Wireshark
{RETLABEFRS Shell ap$1TaE BIRETRRSB N Wireshark.

W

—~, RBR
'\j FFi4 Wireshark BRI LISEIEYNSE. 2WE 92 T “MapS{T850 Wireshark”

3=

2 EEENEDLF, BHIMAENEE, EA Wireshark iIZTESANES , HESIFEZA GUI Toolkit(GTKL.x/2x) RIS L B/~A9RE ]
BESHEARWS. BN LASELHRMEXE]. REGXYEKXE, HASSHIER EHEM.

3.3. F¥E0O

SREEE 31 “FEORAE , ASHITHHIEEIENREERXET (AT IFEXEHEERE) .

3.1 FEORE

test. pcap - Wireshark E”-EHZ|

File Edit Wiew Go Capture Analvze Statiskics  Help

- - |
B oW @ &> x % 8/ R @« % » 7 3 |F ' B & a
E}Eilter: I - + Expressian, .. Ih}glear Q’ apply
Mo, - Time Source Destination Protocol | Info £z
1 0.000000 192.168.0.2 Eroadcast ARP Who has 192.168.0.27 Gratuitous ! -
2 0.2991389 192.168.0.1 192.168.0.2 NEMZ NamE query NBSTAT *ﬁﬁﬁbﬁDDbﬁDGbﬁD(

4 1.025653  192.168.0.2 224.0.0.22 IGMF V3 Memher‘sh'lp Repurt

= 1.943652 193.168.0.2 RO AR PEE S UDP

1.055053  192.168.

- -
0. : NEMZ
L22B10E : i 2 e ] F 1 I_ .-'I ;. = 2 ¢ Seq=0 Len=0 S
12 1.227282 192 168 ik 192.188.0.2 TCP http = 3196 [SYN ACK] Seq=0 Ack=.
£ .
# Frame 11 (62 hbytes on wire, 62 bhytes captured) »
& Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: MNetgear_2d:F5:9a (00:09:5kh:2d:75:9a)
# Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
= Transm ssion Coantrol Protocal, Srec Port: 3196 (31967, Dst Port: http (B0), Seq: O, Len: O
Source port: 3196 (3198)
Destination part: http (80)
Sequence number: O (relatiwve sequence number)
Header length: 28 bytes
[+ Flags: 00002 (SYN)
Window size: 64240 ha
OO0 00 09 S5h 2d F5 %9a 00 Ob 5d 20 cd O2 Of OO0 45 00 P e e
010 00 30 18 48 40 00 20 06 61 2c oD al 00 02 cD ag SR R
020 00 01 Oc Fc OO0 50 3c 36 95 f3 00 OO0 OO0 OO FO 02 v PRGN B

030 fa fO 27 0 00 O0 OZ 04 05 h4 01 01 04 OZ e

]File: "D ftest. pcap” 14 KB 00:00:02 P: 120 D: 120M: 0

IASBHEFREEF—FE, Wireshark FEOHII TR 4ERK -

1 B (WE 34 1 “F38" ) BFHRERE

2. FTEEME 313 1 “"Main"TEE" IRHHIUERISASEFLE BRIV BRIThEE.

3. Fiter toolbar/id i TEZ(WEE 3.14 15 “"Filter" TEF” RHHIMENFEIRNTIRESE. (W 6.3” REAHHTILIE )

4. Packet List E#R (JEE 3.15 75 “"Pcaket List'EH#R" ) EFIANXEHNENEHNRE. STEIRFPHEMREE, SNEMERESERES
HNRANEAR .

5. Packet detail E#R (58 3.16 T “"Packet Details"E#R" ) RB/REE Packet list EIRFIEIENSEESIFE.

6. Packet bytes EIfR (W& 3.17 ¥ “"Packet Byte"HHR" ) E7EFE Packet list EIHIERIIBRIEEE, LAKRTE Packet details HiRE =2 HI
FER,
7. RS2 (EE 318 T “YFTE” ) BrRHEERRSUUANEIESIRINEZIFE.

e 3=
Ei FREN=TERUARZEAESTUREN ARSI, W 95 T “EkR”

3.3.1. EEOMR
Packet list 1 Detail HEIRRIZHIATLUEISREERIIT. £ 3.1 “SMRER" SR TEXIORERIIE. & 35 “GOREN BXTRIERNES

N3
= 3.1. SibuEE
| e Hhig

Tab, Shift+Tab fEFMRBIEESHE, FliIN—EFIFBHEIT—




| thime fHiik

Down BRHET—ERET— NS

up BB L EEE

Ctrl-Down,F8 [BaIZEIT—ME, BMEEEATRIE Packet list FR

Ctrl-UPF7  [BSahBIBi— MR, BIMEERARE Packet list EAR

Left 7E Pactect Detail EIfR, XITHMISEAIEBRIRA T, MBUXH, WEERIRHZ.
Right £ Packet Detail EIE, FTIFHOSIEAIRIRS ST

Backspace  |Packet Detail EHR, IREEIRIEEITAIILTA

|Return,Enter ‘Packet Detail HIR, BEEHIEENIE.

2o, EEBORNMEAFITESIEFE filter B

3.4. 5
Wireshark 3B F Wireshark BOMER LS. B 3.2 “FxEH” R#H7TRENEARRH.
3.2. g
File Edit Wiew Go Capture Analvze  Skatistics  Help
FRBGFEUTAIE:
File
EHEYIF. SFERESUY, save/{RTF Print/FTED Export/SHBHEM AL EREER7 . AR Wireshark TR IS 35 5 “"File"SKE”
Edit
EIENTIE: &%, MEasE, Re— SN, REMRSH. (i), BN, MIEAREEZEMIT, ) W& 3.6 5 “"Edit"SKE”
View
EHEESIENER A, SEaEe, FAHEN, BEERESBIIEN, ERSWEFBERIIAIRT R, - W& 37§ “"View"
—\_‘i,—%”
GO
BEIsESmIEE. M5 38 T “"Go"k&”
Capture
RFEFHIAEE LR, fmiEdUEes. W38 39 77 “"Capture"skE”
Analyze

BEWERRTIE, RFEEIESNY, BERFIEEHEFIER: TCP REINEE. WEE 3.10 T “"Analyze"3H”
Statistics

BREKERAFPERS M UEL, B8EXTHESNRE, MUBERSFIES. WE 311 T “Statistics 3"

Help
BE—LEMBPISENE, AR LRI, SISONNGIE, BEFM. EENT LR, ‘XTS5, NE3L P

“"Hel "#%”
AERHENBXR—RER, EFEANNEsHIEREET.

RR
"\} FAILERAEHERET, BaILAMERME, RRERERBNFREIARD. fl0: EeTLAER CTR+K FIFHHIEdIEE.

3.5. "File"$gEEp
WireSharkFile ZEBREEHIMBINIERE 3.2 “File XENER" i
3.3. File 3Eep
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EOX

&= Edit Miew Go Capture Anakvze  Statistics  Help

E Cpen... 4 E o
- X &=L
Open Recent 4 @
Merge...

R «s o7 2 BB &a

X Close Chrl e

ff +Expressiu:un... 'b}glear @egpply

[ save as... Shift+Chrl+s |

File Set 3

Destination

Eroadcast ARP Who has 192.168.0.27 Gratuitous ¢ -
192.168.0. 2

Protocal  Info

NEMS Name query NESTAT *<00> <005 <00 <0f

& print... Ctrl+P

@l Quit Chrl+3

b T

192,168

as "Plain Text" file...
as "PostScript” file...
as "Csv" (Comma Separated Yalues packet summary) file. ..

| a5 ¥ML - "PaML" (packet surmmary) file. .,
1 as WML - "PDML" {packet details) file. ..

Source port: 3196 (3198)
Destination port: http (200
Sequence number: O (relatiwve
Header length: 28 bytes

# Flags: 0=0002 (5¥N)
Window size: 64240

sequence number)

# Frame 11 {62 bytes on wire, 62 hytes captured)
# Ethernet II, Src: 192.168.0.2 {(00:0b:5d:20:cd:02), Dst: Netgear_2d:75:%9a (00:09:5b:2d:75:9a)
@ Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)

= Transmission Control Protocol, Src Port: 3196 (3196), Dst Port: http (803, Seq: O, Len: 0

oo0 00 09 5b 2d F5 9a 00 Ob 5d 20
o010 00 30 18 48 40 02 82 08 81 Zc
020 03 01 Oc Fc 0D 50 3c 36 95 f&8
030 fa fO 27 =0 00 00 02 04 05 b4

cd 02 08 00 45 00 T I e YRy
ch af 00 02 cO al JOHE L A e e e
00 00 00 00 7O 02 e e PR TR p.

01 01 04 02

]File: "D feest, poap” 14 KB 00;00;02

P: 1200 120M: 0

#* 3.2. File EERNM4R

| SEPTF

| b | ik

BAFIFXEXHEE, IHEENBRSGRLINGE. W8 521 T TR ARE

Open... Ctr+0 e
Open Recent | BT BTRRIATFHI RS B,
Merg EREHEIESERIRNEE, IHERE— RN He TN GEH. WE S4B S
FEESE”
al KALEIHEIENAE, NREKREE, RRGRREEDRT (NREMK 7 2RI HERMRE,
ose Ctrl+W _
BASIER)
(REFHFHEIEUYE, WREEEREMAREUER, Wireshark HIURREREFSE
BUXHIEHE, 155 53.1 75 “"save Capture File As/{RTFS4N " YHIEHE"
3=
Save Crl+s Ei WRIEERREFUYE, 1ZES B REAT]ER.,
e 3=
Ei SRR ESIIERIN A, B SRR LS A B TR E
S . IHEESRNHREAB I EHE, BEeEI— " SFEAXEESHE 531 T
ave As Shift+Ctrl+S

“"save Capture File As/{REZS{H9"XHEHE" )

File Set>List Files

RFEBTRIHESHIIR. BBH— M HEERREIIANMRFIRSNE 55 1
HER”

File Set>Next File

RSN GBI EGH D, BRI T— M. IRARE, Babkigs)
RE— X, XM NHETEEERE,

File set>Previous Files

NRBEINHENHES B—FBD, BRRERICEMERNR— 4. MRAZNBE
BIHESHE—IN, RS,

Export> as “Plain Text” File-

XN KRS P E NS E S RIE S0 plain ASCH text 18z, BiESH
H— Wireshark S:HHIHEIE S 5.6.1 35 “"Export as Plain Text File"SHEIE”

Export >as "PostScript" Files

SRS EREER D B PostScrit X4, BaHMEH A IEE, &1
5 562 T  “"Export as PostScript File" IHHFIE”

Export > as "CVS" (Comma Separated
Values Packet Summary)File...

S ERSER D THEEN.cvs 18 (THREBRTFRIETR) . BaESHINEE R
55 563 3 “"Export as CSV (Comma Separated Values) File" SHEIE” .

Export > as “PSML” File--

SHHILEREERD A PSMLIER, (BRERCIES ) XML X, Bt SHI4RT
IEHE. & 564 5 “"Export as PSML File" XiHIE"

Export as "PDML" File...

SHI 4L EREERS 8 PODMLUEREERCIES)IENAY XML X4, BaEH—NSHX
HIHERE IUES 565 3 “"Export as PDML File" XHEIE"




| ST

| s | ik

Export > Selected Packet Bytes--

SHYRIFE Packet byte ERRIEIRIIFTT AT HEINE, BogH—NSHINEE, I
55 566 T9  “"Export selected packet bytes" JHEIE"

|Print ‘Ctr+P ‘?TEDT%TE@E’\J%%BEE%BQ, B HITENNNEE. WE 57 5 “FIEpE”
|Quit ‘CtrI+Q 1B Wireshark INSRFKIRFEAE, Wireshark SR R<ESIRF.
3.6. "Edit"sgEg

Wireshark 9"Edit" BB SHMBRE 3.3 “Edit FEEIR”

3.4. "Edit"5EE

i1 test.cap - Wireshark

% Copy

[@ Find Packet. ..
Filker| Find Mest
Find Previous

Ma, -

Mark Packet (togale)
Find Mesxt Mark,

Find Previous Mark
Mark. all Packets
IInmark. &l Packets

File Mau(8 View Go Capture Analvze  Skatiskics  Help

(=) Set Time Reference (koggle) ChrHT 192:168:3:% gggp ﬁitr'?'gfﬁji_rf gggr‘gKSOﬂ
Find Mext Referance 192.168.0.255 MENS Registration NE NB
Find Previous Reference 192.1658.0.1 DNS Standard guery A p

152.1658.0.1 TCP 31598 » http [SvM]

# Preferences... ShiFt+CEr+P 192.1658.0.2 TP http = 3196 [Swh,

A B e Ear S = B = I 1592.1658.0.1 ] 31568 > h‘t‘tp [ack]
14 1.227451 152.1688.0.2 152.168.0.1 HTTF SUBSCRIBE Supnpsse
15 1.225309 152.168.0.1 152.168.0.2 TCP http » 3196 [ack]

o 8RB« w7 e EE aa
Ckrl+F : :

Chrl4- |" Expression... Clear Apply
Zkrl+B

Destination Protaocal Info

Ctrl+M e iroadcast ARP Gratuitouds ARP tar
Shift+CEel4+r

Shift+CE B

00
Y SRV

Standard guer
M-SEARCH ® HTTP/1.

Hardware type:
Protocol type:

Hardware size:

Ethernet {Ox00010

IP (Ox08007

0010

[@oo0 ff Tt Tt ff 1t Tt 00 0b 5d 20 cd 02 08 06 00 01 ........ I
FEREE 05 04 00 01 00 Ob  5d 20 <d 02 cO aB 00 02 Ml...... I i=szE5E
0020 00 00 00 00 00 00 <0 a8 Q0O 02 i, i

\Prokocol bype i{arp.prufu.typej, Z bytes P: 120D: 120 M: 0

= 3.3. Edit SREAIR

| SEPIR | tEE ik

(Copy>As Filter Shift+Ctrl+C (SR BERSZMSIRIEN RS, BRTEELENINIR.
Find Packet... CtreF IR OEERRBSRARERE, 177

Find Next Ctrl+N  [7E(F9 Find packet IS, {EFIEERIVEANL F—E

|Find Previous

Ctr+B EHRITEANRT— M.

|Mark Packet(toggle)

Ctri+M  FREMSBIAEOE, W 69 T “tHca”

|Find Next Mark

Shift+Ctrl+N |23 F—MRHFCAIE

|Find Previous Mark

(Ctrl+Shift+B |E3AI—MEHFCAYE

Mark ALL Packets | FRCHTEE
|Unmark All Packet | ‘ﬂiﬁﬁﬁﬁ’fﬁa
Set Time e NN o« -

Ctrl+T D ERIEEEASE WNE 6101 T “BE5EA]E
Reference(toggle)
|Find Next Reference | ‘?ﬂZEU"F—/l\HB‘I‘Eﬂ%%@,
|Find Previous Refrence... | ‘?ﬂéﬁﬂﬁﬁ—/ﬁﬁﬂl‘lﬂ%«%@

) FIFEIERINEE, MEKIRE Wireshark BIRINSE, REENSEESESXITHAEER. 1
Preferences... Shift+Ctrl+P e o
9.5 EIn

3.7. "View"IEE

= 34 “"View'SEEIN” SR 5 Wireshar View SEAYEIR

3.5. "View"EE
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Fil=  Edit

Go  Capture  Analvze  Statistics  Help

¥ [Main Toolbar

a H ¥ Filcer Toolbar

¥ Skatushar
EEilter: |
¥ Packet List

Packet Details
Packet Evtes

Mame Resalution
Colorize Packet List
Auto Scroll in Live Capture

Expand All
Collapse All

= Transm| 38 Coloring Rules...

Zoom In Chrl+
Zoom ok Zkrl+-
Mormal Size Ckrl+=
Resize All Columns

Saun ] ]
DesH Showe Packek in Mew \Window
Seqi ®a Reload Chrl+R

“w s Re»o7 ¢ EE ..

ff #Expressiu:un... 'b}glear ggpply

Destination Protocal  Info

Eroadcast ARP Who has 192.168.0.27 Gratuitous / -

Date and Time of Day: 1970-01-01 01:02:03.123456  [\D2TAT 00> <00 00> <Ot

Time of Day: 01:02:03,123456 p— '
* Seconds Since Beginning of Capture: 123, 123456

Seconds Since Previous Packet: 1,123456

1 2§
ESTINATIOn pot
NE ME1OO&1D <00

* Aukamatic (File Farmat Precision)
Seconds; 0O

Deciseconds: 0.1 [5YH ] 5eq en=0 M55
Centiseconds: 0,12 [S¥N, ACK] 5eq=0 Acks=: M
Miliseconds; 0,123 [ >
Microseconds:  0,123456 =
Manoseconds: 0,123456759 Sh:2d:75:9a) i

192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
rt: 3196 ({31963, Dst Port: http (80), Seqg: O, Len: O

huence number)

Header length: 28 bytes
# Flags: 0=0002 (5¥N)

Window s1ze: 64240 ha
ooD 00 09 5b 2d F5 9a 00 Ob &5d 20 cd OZ 03 00 45 OO0 P e e
Q10 00 30 18 48 40 00 B0 06 61 2c cO af8 OO0 02 cO al JOHE L A e e e
020 00 01 Oc Ac OO0 50 3c 36 95 8 00 OO0 00 OO0 7O OZ vt PRRE T p.

030 fa fO 27 =0 00 O0 OZ 04 OF5 hd4 01 01 04 0OZ e

]File: "D feest, poap” 14 KB 00;00;02

P: 1200 120M: 0

#* 3.4. "View"RHIR

SREAIR

‘ ik

|Main Toolbar

FRF25EL Main toolbar(ET E#2), WS 313 5 “"Main"TE{="

|Fi|ter Toolbar

Eakkans Filter Toolbar(LETEAA NS 3.14 ¥ “Filter" TEZ”

|Statusbar SREEEVASIE WE 318 T “URTAET
|Packet List SETRERPETET Packet List pane(B5IREWR), & 3.15 T “"Pcaket List"EiR”

|Packet Details

BRELBEEER Packet details pane(B8iF1EmEMR). IS 3.16 T8 “"Packet Details"mE#R”

|Packet Bytes

BRELBEE, packet Bytes pane(8=FTEMR), WEE 3.17 T “"Packet Byte"HEHR”

Time Display Fromat>Date and Time
of Day: 1970-01-01 01:02:03.123456

X B EYF Wireshark {SRHEIBORE 4R B E-FHEMSU(EFR R, o), W 6.10 T “AY

BRSNS ERE”

e 3=
Ei XEBH=ER"Time of Day","Date and Time of Day","Seconds Since Beginning of

Capture","Seconds Since Previous Captured Packet"#[]"Seconds Since Previous Displayed
Packet"/INEIEE /R, #GIER, —XERNE—MEESF.

Time Display Format>Time of Day:
01:02:03.123456

FSRIER B BRI RTiE)- HERSU(R A&V W 6.10 T “BY[AIR ST S Ad(A)"

Time Display Format > Seconds
Since Beginning of Capture:
123.123456

ERtERORENTIEI, WBIEFFAITTES, WE 610 ©  "REEMES R SE/E"

Time Display Format > Seconds
Since Previous Captured Packet:
1.123456

SRERARE NIRRT, N DRIBEFATTES, WE 610 T “AIER i8R SEAT(E]

Time Display Format > Seconds
Since Previous Displayed Packet:
1.123456

BRtERIRENIEI, N EXERRBFRITENE 610 T “HEEMESRSE/E"

|Time Display Format > ------

Time Display Format > Automatic
(File Format Precision)

RIEEERNRELRAIRETREERNETRS, WE 610 T "NEEHMEARSERE"

e =1
Ei "Automatic","Seconds"#0"...seconds" EH £

|Time Display Format > Seconds: 0

RERER LF, WE 610 ¥ “HEBRREARSEE

Time Display Format > ...seconds:
0....

REBEN LY, 01%, 001 ¥, BARZ—WEE. WE 610 T “WEARTMESIRSEAE"
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Network Layer

REAIR g iR
Name Resolution > Resolve Name SO HRIEEEHI TS 76 T “BIREN
I-Naayn;re Resolution > Enable for MAC =744 Mac Hih
Name Resolution > Enable for RIS (p J6HD 0% 76 5 "SRR

Name Resolution > Enable for
Transport Layer

EEETEREINE 7.6 75 "SRR

Colorize Packet List

ERUFBETE

¥ en s X HrEE

|Show Packet in New Window

EFEORTLRE, GIEORES View,Byte View FiNEHR)

Auto Scrooll in Live Capture EHECRHEE RS EARE, NREETIZN, £ ﬁrﬁé&?&L)\Eﬁw HRSIERA. &8
ZLEEIRENEE. k2, BRFEIHFELUGHIEIE, RIESFNRE
Zoom In Ctrl++ JEXFIK
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0o0l0 08 00 0& 04 00 01 00 b Sd 20 cd 02 cO ag 00 02 ... .... ] vvoennn
gozo oo 00 00 00 o0 00 Cco oas oo o2 aeeaaaas own

BEE 16 HlEER R, N ~EEREE, FEElL 16 #HFRR, BUERANINEY ASCH F5&F

RIBEEIRNAR, EMEEFTERAIEESES N RE, Ha0. BIHE Wireshark 2SN REEA—, BE 715 T “GHE" XHSER
WRIEEEBHII— IR REEEE

3.16. THiklAAY"Paket Bytes/@=F 1 "HIR

0o00 0% 00 O& ab 04 53 02 00 06 &b Ff bd 08 00 45 00 - T - Y
00l0 01 4% 33 cCF 00 00 1le 11 dd 51 bc as 08 0a bc as L, . [
nooz0 0% 3z 41 af 0F 04 01 324 00 b4 04 00 2e 00 10 00 e Y
0030 00 00 00 00 ad de 97 éc dl 11 &2 F1 00 5F 80 O ....... T veag... W

Frame (342 bytes) | Reassembled DCESRPC (1604 bytes) |

T=

fl MINRERIA ST RERBE S,

AEEIEHSEr— N E TR B AR BRRAEE. MREGHERR TIE/)N, XIeEEiF B a
3.18. K&

WSEBATFERMER

BERSENENSEMEX ETXESR, BNSE~AFIEEE

3.17. RS

| Ready to load or capture [Mo Packets

ZNSI=B R IRE XM EHANREORT, 2. RIEs) Wireshark By
3.18. EAXMHERVIRE=

|File: test.cap 14 KB 00:00:02 [P: 12000 120 M: 0

EMSRERHEEHER, SERMR, K0\, HiEEEEE,
AN TEMBEXHHIIEE, SETNT™ME

o PIEIEERIEHE

o DWETHIBRIEHE

o M #IFCHIBRIEE.
3.19. BEEINFRIGRSE

[opcode (arp.opcode), 2 bytes [PrizoD: 12am:0

INFYRBEETE"Packet Detail/BIFIE EIRIEE T —MMUFER, BB RLE

RR
N 'P ESRRYEGRN_EER] app.opcode) JLMEARRTIRER. BERNERIIMNFER.



% 4 & THHIRMIEG

4.1. /48

SCRTEIREEURERT Wireshar fUiS& 2 —

Wiershark f#E5 |[ZE B LA TRHR
o FESMMEEORMEIECAKK, SHEERAR, ATM..)
o ZIFZMEIMAELEREIE, G0, FESERR/N, EESEATE), MIRRIEREE..
o IHIERREN B EEEIERE

RETRE, BOEERENESE. IE 48 T “HEiErhdiE”
o IKHTEIHERT, TLUR B AR SN, IS TFHFBHSATEIAYEIE , ST LUK ERHESEK/NIE, IREBURBREI N NEEFR. WE 46 T

“EtesistE=l. ERIRE”

Wireshark #5125 [Z2ELA RN S EHEE AR
o MENMMEEOBILAERE, (BRETLUFHRS/ N NBRERLA, MieEH T 4dEaH)
o IRIERIEEINEUES LR S EARIE)

4.2 @EBTE

FE—IRIKE Wireshark R ol sEIBR—LE/\FRIT

R
"\) KFE T REIR BN A2 EAIE S LT http://wiki.wireshark.org/CaptureSetup.

XBEE—LENEETRAMS
o {RLHHRAE root/Administrator 8 UAFFRAREIE"
o WISERIEFRROMZE I OEEUE
o UNREEHERARIERS, RRIEHRE: EHAatts el LARBEE!
P T L‘J\&itf:g
MRFRENE SRR, ENEEIENBINES, SFSBEE
4.3. FhaEie
ALAER ™ME—HB X TFHRTEEE

. ﬁ%ﬂﬁﬁﬁ%mxﬁﬁ’ﬂi SR BRI AIBRZEEEC, WE 4.1 “"Capture Interfaces"EEEEOIXHEIE" |
RSB TIERIEO S oHE

. ﬂﬂﬂzﬁﬂ«l{iﬁi"mﬁﬁiﬁlﬁi"}ﬁ%ﬂﬁﬁiﬂiﬁﬁﬂﬁﬁﬁﬁ, WE

o WIREFNRIEIERANR BEFIMENER—E, @EJL‘J\,QE"ﬁFtéﬁTE"Tﬁ%ﬂﬁ%x‘%ﬁﬁlﬁﬁﬂﬂJ-TKIE‘ZK}KT@TEQ
o MERELMBERHEREONETR, JLUERUTmSNaSITHIARIE:
wireshark -i eth0 -k
LRSS M eht0 BHOFRHBIE, BXSBSITHNBESNE 92 7 “Nip1T/5560 Wireshark”
4.4, HEIRIECIFHEE
ANERIG MRS BRIEHE  Interface..", EEHUNE 4.1 “"Capture Interfaces" R OIXTIE

- =
=

@ 17" Capture Interfaces"/fAHEXSEIERS FERYIEMERNEIEAVELE , KBS XEBRENRRAR R, RRISREEEVROUGERIZXSEE.
BRI R ITERE

E” FTRRIXIETE

li?
Ei XANHEER BRI HERNMLEREL, Wireshark eJge oAzt GNRIFTBRIAMIEL, Wireshark AREEMGNITFE ] FBRIMIZR#E, Wireshark
HeeERAy H AT FRM&REE O

4.1. "Capture Interfaces"{{EiEAXHEIE

Wireshark: Capture Interfaces

Descripkion IP Packets Packets)s
d. Adapter far genetic dialup and YPN capture | ﬂﬁtart ﬁgptians dgetails
. Broadoom Netkireme Gigabit Ethernet Driver 25000 110 1 | (S start || (G Options || (g Details

X oo |

fEik
MEERGERE R OER
IP
Wireshark BEREATEOSE—A IP ftbdl, WNSRECISRIRIS IP bt (40, AFAERTARY DHCP fRS3ER), BSER"Unkow" SIRE@EIE— IP HY,
RERE—NTERER—=ER).
Packets
FIFz&EfE, MEEOBEEINeENEE. R—EREREIE, VUSERAKRE
Packets/s
RO—FHRRIENEE. RS —ISEHIERE, BeEREER
Stop

(FIESRNETHIRERE
Capture

MIERREOZRIFHARIE, ERRE—XEREINRE,
Options



FIFRZZOREIEETINEE D £ 45 T “EiEEIdiEtE”
Details({ Win32 &%)
B EE REONFMEE

Close
RAXHEE
4.5. HEIREIRYHEE
SNERIE M IBHES BRI start... 150 (S E A E T EASSEXI R AIIR E), Wireshark 58" Capture Option/{iHEEIN SIEHE, WIE 4.2 “"Capture Option/
FEHESEIN XHENE” s
4.2. "Capture Option/{H$EikIR" S HEE

" Wireshark: Capture Options

Capkure
Interface:  |Froadcom Metktreme Gigabit Ethernet Driver: \Device\MPF_{4C4DBSEE-AC95-4646-9 E]
IP address: 157.163.15.25
Buffer size: |1 % megabyteis)
Capture packets in promiscuous mode

[] Limit each packet ko bytes

ﬁgapture Filker:

Capkure Fileis) Display Options

File: Update list of packets in real time

[ use multipls files

fukamatic scralling in live capture

Hide capture infa dialag

Mame Resalukion

Enable MAC name resolukion

Skop Capture ...

[ ... after Enable network name resalution
[]... after

[ ... after Enable transport name resolukion

ﬂﬁtﬂrt H X Cancel |

R
"\) MEFFAT HEINRENE N, BRFEIA.

{RETLARSHEERRIU T TR B

4.5.1. 3R

Interface
ZFBRISERE BT TRIENGO. —RRBEFER—MEN. X THBIER, BRAGEANRERE, SRVEEFERNEO. BAS
—RESIFHHER non-loopback({FFAENEEC, MIRIBXFRIEL, F—MEEREREO., ERYERFF, EEORSIFHHIER(Windows
BT EREOMASES. )
FEmSITER- <interface>S¥AILIBHIZIEI

IP address
FEEEOR IP ithlk, WIRARGKISE IP #ht, BEE/9"unknown”

Link-layer header type
BRIMPELATIRNF, REFRFIHSEIEIA. BTHRESZFE, W 85 47 7 “EREGSLLR

Buffer size: n megabyte(s)

MARTHRENEER). ZERERESNSIEI#HERREEROEFTRIEEENA)N, MREAAEE. SHEAZE.

li?
4 1ZIEERTF Windows E&

Capture packets in promiscuous mode
1E%E Wireshark fiEERY, REZONRIIENEEABIFNEIER). NRIFKBEIZIZM, Wireshark & HeeiEd HREMAYEHES
(REHIER BEMERNE)

=

NREMN RN -RIREAFIEL, BMERNEFIZER, BeTFTFRIEET.

T=

4 BfEEZKIER T, RIEBRABEBIEKEIEENMERFFERIMEE., FMEEL http://www.wireshark.org/fag.html#promiscsniff

Limit each packet to n bytes
IEEHIBIET, SMENRAFTE. ERLMSHIRA, "snaplen” " HNREEIHZIEIR, BRIAMER 65535, XERTASHIMY, THIE
—EXZHER TEHERANHNXE HI TSN, £—8, RASKIRENE. XENEIIZFEIETIFEXTaIRIN)
o MRRTHRE, REFRIFRIAME
o MRIFAFECFIIFIBEIRE. Hla0. MRENFEERIZE. IPFITCP 8L, EosdfEEE—MR/I\WIREKE. XFERFERD
B cou GAMERATENS, BFENEFHRD. MIFEZENNEHHIENEANE B sESER/ A —r.



o NMERIRKBREEPHNFBEYEGER snpaplen #iT 7 8), (R RIEMRFEENSHHNEIER O WENER 7. EE RS
BERED, BNRELEHTEAMAIIAY.

Capture Filter

SRR, MIRTEESSEEE 48 T “HIEITIR" FEANE, BABRTESN.

EFHRE R LARERERE, BRI IEXNEECERSEE— MRS, EUE 66 T ‘TN, (REIIEsE"
4.5.2. HREUREMIIIIE.
RS ENFERERFANBINE 46 T “BEHEl. BEXiRE”
File

IEEBRATHREINEE. ZFRAARTH. NRESFTH, HBRSESSFHEEIREEk. FE 46 T “EiEHEsl,. &R

=\
{ReT AR A MR TN S E iR E NG E
Use multiple files
NRIEEFRMFLRIGFYE, Wireshark BEBNER— N, TIASRERBEI,
Next file every n megabyte(s)
{IEAIZEF Use multiple files SNRIFIE N B EIAENEEE, BEMITHREFTG
Next file every n minutes(s)
{IEAIEH Use multiple files SNSRIFTE S HFEATENAZHEEE, BEUHEEIFIS.
Ring buffer with n files
{ERAIES Use multiple files (R4 HIEET B RIS,
Stop caputure after n file(s)
&A% Use multiple files, A pSEEN B SR, AR F—SU4AHE LR (SR n NER n+1 PNIXH?)
4.5.3. (SLLHBRIN
... after n packet(s)
RS B EUE R /F LR
... after n megabytes(s)
R EHEE B 2RYEHE(byte(s)/kilobyte(s)/megabyte(s)/gigabyte(s) )/SFLLiHE. ANRIZBIER user multiple files" IZIEIE 2R E
... after n minute(s)
EAE#EERTREE LR
4.5.4. RRHUEIR
Update list of packets in real time
FERFIRERSEA EFESUE. WRFBEIZE, £ Wireshark IHEERZBIMEAREREREUE. NREFIZER, Wireshark EEKF
WVHHE, BRI EmEURS B,
Automatic scrolling in live capture
18XE Wireshark ZEBEIBH \ISEANAN B IRER, XEFERE—BHREEIRENE. k2, WSHFEEESENERITR, BEFA<BmR
SHER. WNERFKIZE"update list of packets in real time" I ZIETUGE K EBARIERN,
Hide capture info dialog
THRIZIEIN, BRI EEXEE
4.5.5. BirfEmgE
Enable MAC name resolution
BEEAELE Wireshark B3iE MAC #ElIE AR, WEE 7.6 T “BFREEHT”
Enable network name resolution
EBETCIF Wireshark XIRZEHbH1THENT, TS 7.6 19 “SBFRERIT
4.5.6. ¥&4H
HiTR LRRELG, RAILIRE start #ZEHATHE LAl LARDS Cancel IRHHHIE.
FraIELAS, ERIERIEBHEUERMRILUSEEE. I8 49 T “fEiEdEd”
4.6. HHENHHEIN. EiRE
£ fB1ERT, libpcap #HES |2 (linux IME T SAMBCK B MR EFBEAEXT i) B/ NI ORFA . IXLEEHEE Wireshark B RZEIRFIEE
BOREHE S .
REFOEUREIREIESUERT, AIRAERERE.

R
N 'P SEBAXHEHBEINBSEEIFREE. MRFRRIHTRIEHE S@E@LTASEHENNSET, EBERREERIAY Multiple files/
SN ER. ZEIA LUSER D EINS NI, XFAREEES DA,

T=

Ei (ERS XA RTRERTIMT E FIXKEXSR. Wireshark (REHAESH L TXER, FILAESIRE £ ICKEXRRR (G0 FIRER_ET3ZHY
SRBIE0. AREEREFEESIMNER, WREKELE). XEEBXEERAXHHETR, FRZSXMHENAIRSERNXEFR LT, R
EILERMEREZREFE—INGH, (FEEENES—IHH, (RATRLEERI BN ETXREKER.

R
N 'P AT HIEHRNERER, T?77?

& 4.1. HBHESHREIR

"File"i% | "Use multiple files" |"Ring buffer with n files"
Mode MR o
‘ I ‘ - . RENHHEAN
|- |- ‘ |Sing|e temporary file |etherXXXXXX (where XXXXXX E—/M#x{E)
|foo.cap |- ‘ |Single named file |foo.cap
foo.ca y Multiple foo_00001_20040205110102.cap,
cap files,continuous foo_00002_20040205110102.cap, ...
Multiple files,ring foo_00001_20040205110102.cap,
foo.cap |x X
buffer foo_00002_20040205110102.cap, ...




Single temporary file
BatEFAER—MEE X AFEOAEIR) e ERE, 1Z3U4RILABBFEENX 2.
Single named file
SERRMY, WRFEREEERR, &SR
Multiple files,continuous
5 single name file B3, ARIRAET, SEARIZHIGIRRFZMRZ—iY, SEIE— MR THE
Multiple files,ring buffer
5"multiple files continuous" &R, FRIZEHET, CUIEBAISUHEIEREE. AR ring buffer with n {BRY, SEREE— N HFIER
12, tERES.
IZIEX LRSI A AT EFERE, BIERRFIEEEIERAN, BRERBERE/MEEEUE.
4.7. HEIREESLAE
HEEEERT, (FTERESERRECLRE, THRIESEMATHINMIER, WINERELREEVER, MLMFEENEEAM:
ANERARAETFPARAS BSD #BERF TMWEFD 802.11 iR (LB MR ) HIEEUE, FIaed 2t 802.11"F1"Ethernet i HifEHE, "Ethernet"ERBE
RIS T ERUKMIEL(RETER AR IZ I B SR A ELL), " 802. 11" G2 S8t 15 802.11 fiisk, dNSRFERTHIN FIFERFA~S235"802.11 i
L, (REEIAE"802.11"
ANER{R{EFS Endace DAG card(RFHMLZ IS -R)IEZEIRLS B OLGEEE: E XA synchronous serial line, INEENFFRINIE, FREhIIHR, KA
FoltbZ27R), AIREHIN"PPP over serial” & "Cisco HDLC"(H google X)Miti%EE, 1RIE(RE CHBERIEE_EFH—.
ANER{R{F A Endace DAG card([E L)iEER ATM M48, 1EEIRAL"RFC 1483 IP-over-ATM", "Sun raw ATM"{1i%#%, SNERIBIEAIIE(SE RFC 1483 £
IP(RFC 1483 LLC-encapsulated IP, ANEiEHY)), SNEFREAEASF SUNATM ISLIN AR 1R, iSRS, RIEREE.
WNRIRELIKMIEIE, 1EIR M Ethernet”, "DOCSIS"#H561%, INREZETE Cisco Cable Modem Termination System(CMTS 2B R E4MEE45£Rim7E%]
FRRRSR? )RR, B2 DOCSIS(EHB S EUEIRSZEO)BEMERILAANS, AHHiE. R EEE 'DOCSIS" RZNRZ.
4.8. jEtERiE
Wireshark {3 libpcap iSUSIEDH TR 8 (what about winpcap?), # tcpdump EENR, EXERZBIT TGRS, ATLAXEMIMEREIHAE,

=B
N 'P {RBILAM http://wiki.wireshark.org/CaptureFilters 3R Z IR B,

7£ Wireshark fEEIEIIXNE(LE 4.2 “"Capture Option/fEIEIEIN " XHHEE" HEMABIRTIIEFER. THRIMEDE ST tcpdump EIBTRIES.
£ tcpdump FET http://www.tcpdump.org/tcpdump_man.html RTLABZ! tepdump FRIATIEI 4B,

wEERaA . FIBUE(and/on T TEAR TSR, INLEE%RY, S8R not:

[not] primitive [and|or [not] primitive ..]

Bl 4.1. HEIRRBISEEHA telnet iy

tcp port 23 and host 10.0.0.5

KBRSk E ISR E 10.0.0.5 Y Telnet 1B, B~ 7 AMAIMA and EEMANERRET, BI—MIFE 4.2 “HHEFIBAZEXE 10.0.0.5 B telnet
BE FEreERrEA~2KE 10.0.0.5 B telnet 1B1S,

Bl 4.2. HEIRFAEAR¥RE 10.0.0.5 ) telnet &B(E

tcp host 23 and not src host 10.0.0.5

It EEEIIEINE ZSehl. BEFHSERN.
— M EXRRTTEBER FTEFR—
[src|dst] host <host>
WEARBTTARVHRSIEEN ip s &FR, (RATLMASTERE srcldst XIBRASRIBERAERNERIEILAZ Birtbit, tNRFIEE, WiEERIME
HEHIE R B Y B R A S SN,
ether [src|dst] host <ehost>
L ERTTAIF RIS IS EHLAK ML, (R LMLSTTEEXS21a) srcldst XA ether F1 host Zj8), SREE(RIIFHRIELLAZ BRitit, 0
SRfEE, FEL.
gateway host<host>
LIEEIZIERE host fEARMKEYE. XFETEFPLLLIARIRIEIEER B fRitbit 2 host, {B)E ip #tBUFNBR ip #tEERAZ host Y8
[src|dst] net <net> [{mask<mask>}|{len <len>}]
BIEMESHITILIE. (ReILUERUIEIERE srcldst SKAE(RBGBIRIEMBSEZE BIrMLE, IRMNENZIEE. EEMEHIEREZE
RERESSHIERR. BIh, (RelLASEFREIEEE CIDR(FTCZEBIEAZ).
[tcpludp] [src|dst] port <port]
I8 tep,udp RimS, FILAGER srcldst # tepludp XERSRMAERBIREZER, tep AR udp i, tcpludp XA srcldst
ZHi,
less|greater <length>
EEKEfFEERNE. (KFEFEFIINTET)
iplether proto <protocol>
EEEIEENMNELANESZ ip ERE
etherlip broadcast|multicast
EEELAK/ip BRI 1B 1%
<expr> relop <expr>
tlE— M ExdiEREAN, RERENFIHFTEE/FEERNE. i55% http://www.tcpdump.org/tcpdump_man.html
4.8.1. BihdiEniZEE
ANER Wireshark 2EFEIfRERNFETIZITRIGIZAFER SSH.X11 Window #itH, KRiniRSS:S), mfEEEy/EEMEER, STEREIERSGERNE
EHFEEREHREC(ERBEFEEN)
TEERRIXFER, wireshark AfLASENNIRANBIRBEZ(BEREIECNNETE), BaItlE— TS RICE XM ERE. LB
Wireshark R IfBiERZEB(E.
THIEMEZERT LT
SSH——CONNECTION(ssh)




<remote IP> <remote port> <local IP> <local port>
SSH_CLIENT (ssh)

<remote IP> <remote port> <local port>
REMOTEHOST (tcsh, others?)

<remote name>
DISPLAY (x11)

[remote name]:<display num>
SESSIONNAME (terminal server)

<remote name>
4.9. fEHERZ RS
FEHERY, SHITERAIXHERE
4.3. HRSEIHEE

& Wireshark: Capture from Broadco...

Captured Packeks
Tokal 1458 % of total
SCTP 0 ] 0,0%
TCP 4 | ] 2,7%
LiDP -2 | [T THR 68,9%
ICHP 0 ] 0,0%
ARP 24 W | 16,2%
OSPF 0 ] 0,0%
GRE 0 ] 0,0%
NetBIOS 0 ] 0,0%
1P 5 T 3,4%
YINES 0 ] 0,0%
Other iz b 5,8%
Funning o0:00:11
EREESERRREERIENEE, FBISSEE, SRR EERHABER? )

B
) XAREERTIISH, 7ER R BT EIEIRE Hide capture info dialog box"BIET,
49.1. E1HiERE
T PR R R L T L
1 e e Slsopmmet.
R
R B E A ARISRT, AMBAGAIET Hide capture info dialog”

2, ﬁﬁﬁ;‘iﬁlﬁ“(?apture/m Stop"

3 gaTaen @ sop

4. (HREPUERECtrl+E

5. MRIRETHAEILANSEY, BIEXEIEERSBI=ELE,
4.9.2. EEHEthiEIE
BITHEIEAE L EFE. XESBE DEIENAEE. NR(FEEEI—L(RARGENE, FAERREE, X1 heet+oER.
EFEsE—ISENTHEE, RMUTEIEEIRE, TRENEIAIZEIFGHIE. TSN LASCIEHSoHEIE:

1. {Eﬁﬁ%ﬁlﬁ"(ﬁapture/m Restart"

2. ﬁﬁﬁlﬁﬁlﬁi"ﬂ Restart"

" B187E Windows ZAsH—T5 IR BN E MRS Bah o LA R IFE IR RTIATIIE, AME _—EeSHEENLE,

Y NREREMAKEIRSTETECHE, ABR T, MRERXLAHTAE, RILREHRBIR, Wireshak SUSITFIERIE, B
M EHERL,

RS E T — R AKEIZIANSERNE ST Winpcap BIREA, MNSUEIZERIENRS, snapBRTT, RER, lenKE, UIFHERMKE, BITANM
BR. TEEZERTHESE - MIRPZEIAY snapshot length,snaplen RiZ2 —ERIEER, RIGIKE



585 T XA / WhRITED
5.1. %8B
REBNAHRSIRIMNGL.
o 117/ SASHEIURIBIESS
o {Rf7 / SHEMEIURREIESUY
o  GFERENM
o 1IENE
5.2. FIFFERIE

Wireshark BTLUSERLIBHRAPAISf, IBIREURESf, REEERERTRE, “Fle/ET0pen” . Wireshark 52 BT XHIIFE, I
8 521 B “4TIBIESIRSEE
) RN A B E

EFTHNM, RFENEETESR N REEF TFRISAENRAY Wireshark £EM. (BHeMTHREARERTEFaEIT.

FEARENFSUSRT, SNRIRIRBIRFHEEING, Wireshark SIRRMRERGHRT, LUBEREIEEX. (FULESIERZEHRTRE)

B& Wireshark [R4ATHET((libpcap 8=, B tcpdump/Windump 1 EBET libpcap/WinPcap {#F3)7, Wireshark BJLARIFHBISEENIF S HEHES
HH&. SHSAMERFIRNEE 522 T “BIANSUHER”

5.2.1. TFHBIRHRSEE

FIF S HEERT LARSRE IR SRR IS Y. R 5.1  “SSENE AT A SXASHEE" B~ T —L Wireshark $TH U4 IEERIGIF

z HHEERNRRARERFRENRERS

SHEENERARBRTRIERS, LUK GTK+ TEEMIRA, BEAREEAN, EARNEEHBE—HFN.

BIXNEET
o EENHMER
o il Open/OK #&5H, ERRFEENEFHIAHE
e mAiF Cancle #&$HIR[E] Wireshark =& OMAEN (A4,
Wireshark SHEENVERET B
o MNP, FILABEENXMTSERGINSUERNN, B0, . . )
o BiSfilter"iRtH. BRFEUEEENIIEES. WESBESEIANHENA. ERATEFANSHTERIOE. NRBAIERERBHE

&, MEERSEMARER, ERBAFE, [/ filter IHASFITIILIEXNEE, BTHMBARTTERE. (FUE 63 15 “NISAT
B8 )

XXXX-we need a better description of these read filtersGR{LMIX—EREEE SR ME
o BYREEIEEEEILUHRTSENIT. FHE 76 T “BIREN
~ EAXHRBHKRENE
"\} (R LEF T UGS e BniTiess, MBM@EImRE. EE— eGP TIXERIESES SAAENRE., EXMBERT
WIS Z RIS TIERITIE, RIS E.

+® 5.1 SEME TR TR HIHEE

5.1. Windows FRUSTFXHEE
Look in: | (23 fikesst AL+ s e

Bl est_oooot_z00s081918150% pcan [ltestl_00007_20050819181508,peap
Bl:est1_noooz_zoosnaisie1sos.pean [lltest1 00008 _20050819181509.pcap
Bl:est1_nooos_zoosos19181505.0cen [Elltestt_00009_20050819181510.0c0p

[BB:est1_nooos_zoososisisisos.pcap [lltestt_ooo1o_zoosoaisisisiz.eces | || ) )
[ttt 00005 20050819151507 pean [Eltestt 00011 _zoosoeiateisiaeess | | |Microsoft Windows(GTK2 installed)

.tcstl_ﬂﬂﬂﬂﬂjﬂl‘iﬂﬂlqlEilS'Tﬁ'-rr’.a{- .Hﬁli_ﬂUDlE‘_EEUSEIEII.'?lEI'ﬂ-LD’.T Etyjiﬁ*E_ﬂQ%B%ﬁ_léb wireshark ]:}"'E

£ by Jttiﬂ‘lﬁffliﬂ’ﬂﬁﬁﬂ
Flename:  test_00004_20050819181506 peap « WRAH, "help"FHGATHATHIBEEFM.
i P 3 o ‘Filter."%H EZRIMRAR windows FARTAREET—T, BHATA, BT
= HNBER )
o SHIRIETRINEEANR Wireshark FT5EIRBIIEHAIEIES M, Open #ZEHG AR EAH

| g Filenarms: testl_00004_200508] }Eﬁ[ﬁ]

Foemat: ‘wireshark topdump/.
[#] MAL name rezohstion Ciga 1031 hybes
[] Metwork name reschution Packats: 9
Transpor niame resokdion Frsl Packet  2005.08-13181506

Elapsed 00:00: 00

Unix/Linux:GTK version >= 2.4
X2 Gimp/GNOME EHIME PRI TS RTIEHE
XIS IETERYIEA,

5.2. #ikR GtK FHROFTFIHEIE o 7 RIS ENEPR B RRINEINGET. RATIRER.
o - RHAALBIRENBRYIFRFIETAIER. ("Home","Desktop","Filesystem"AA]
LARBER)

. HNER Wireshark FEBRBIM-RAGRIESHE, "Open" MG ERERTA.
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b s o 0 Unix/Linux: GTK version < 2.4 / Microsoft Windows (GTK1 installed)
= e gimp/gnome SREIAE, 5 windows gtkl THIAY,
= e ERHEEHA
D — |l nEkEERBIRESIEE, Open HERISRERATF

= Famd

st et P

Fort Pacckat: -

J Erabla baropost raes reoiston Elapead i -

I.Slih:ln'\-. e ) |
O I ol

CHMHT—TF, FBHASUE, Wireshark BBEZHFTH, FiECHIRIGE

5.2.2. AN {HE
BILAFTFRURHE SRR FIER -
e libpcap, tcpdump and various other tools using tcpdump's capture format
e Sun snoop and atmsnoop
e Shomiti/Finisar Surveyor captures
¢ Novell LANalyzer captures
e Microsoft Network Monitor captures
o AlX's iptrace captures
e Cinco Networks NetXray captures
e Network Associates Windows-based Sniffer and Sniffer Pro captures
e Network General/Network Associates DOS-based Sniffer (compressed or uncompressed) captures
o AG Group/WildPackets EtherPeek/TokenPeek/AiroPeek/EtherHelp/PacketGrabber captures
o RADCOM's WAN/LAN Analyzer captures
o Network Instruments Observer version 9 captures
e Lucent/Ascend router debug output
e HP-UX's nettl
e Toshiba's ISDN routers dump output
o ISDN4BSD i4btrace utility
e traces from the EyeSDN USB SO
e IPLog format from the Cisco Secure Intrusion Detection System
e pppd logs (pppdump format)
e the output from VMS's TCPIPtrace/TCPtrace/UCX$TRACE utilities
e the text output from the DBS Etherwatch VMS utility
e Visual Networks' Visual UpTime traffic capture
e the output from CoSine L2 debug
e the output from Accellent's 5Views LAN agents
e Endace Measurement Systems' ERF format captures
e Linux Bluez Bluetooth stack hcidump -w traces
e Catapult DCT2000 .out files

AIEfRRYE BN T ER SHITHER.
Ei FUL AR AT RO AIEEN.  LUKMINE MEIERIRER D KBNS —REPEITH. EELERBSHIAAE), REMEHNSTIEM
wireshark 7§,

5.3. (R
{REJLAEIY File->Save As. SRERMRIFIIEN (4. EREFRIIATLUSRRFHLE, LMHARIVRS.

FEFTGESEXRELEEHNER
RETRESLVEHERELER. flN: EEREFNESER. FI?7?

5.3.1. "save Capture File As/{FE3{4I"THEE




"Save Capture File As"XIETERTRIFSRIRIEEIREIS . 777 & TIZINEER—LEA6F.

2 HEERNERAREVRFRRHFMERS

+ 5.2. $5EKISTHY"Save Capture File As"YHEIE

— | SHEENERA BRI RIMMER S GTK+ TEEMANAR. BEXEDERINEEEE—HEY,

5.4. Windows FRURTFAIHEIE

- G ¥ " 5 03
Bl ve-st:_oooo)_zoosoaiaisisog.poap et D007 zoosxarsrsisiepcap [Elltest] 00013 70

Save | 13 flzsel

test] 00009 20050619151 5L0.poap test] (0015 _20
bestl COO04_20050019101506 peap [ltestl 00010 20080019001512 peap  [lltest] 00014 20
bestl! DOOOS 20050819181507 peap [jtestl_00011_20dsoaigieisiipoap [jtest1 00017 20

B8 tott_oooos_zoosoaionaisor.posp [lrestt_oooiz_zomsmisisisidpcap [@ltest) pooia s

Lestl_D000Z_20050819181505. poap
et _D000G_20050019181506. prap

Rest | 00006 2005019151509 plap |ta=l 1 00014 _a0

£ »
Filepame:  [sasr_0O005_200F0E1 S BT 507 peap [ 5w |
Save 32 9 | Waeshark fcpeupy - Bbpeap [* poop.” can) » | cance |
[ b ]
Fackel Range
(%) Capluaed () Displaysd
(=) Ab packets 120
1) Sabesched packel 1
DHW 1]

Microsoft Windows(GTK2 installed)

HEXHEIE—RRER B —LL wireshark &

XS TEHERIIER -

o UNRAIA, "help"tHEABSFTHATBRIFAFFM.

o WNSRIRKIMNIH RZ-5I%0.pcap, Wireshark £ B FIFIIZ SR HIFRET R

.

5.5. #ikR GtK TFRYRFIXIEIE

@ Ethereal: Save Caplure File As

Mame: |

Save in Folder: [mn:'l,

Packel Range
Caphured “ Displayed J
(&) pll packets 120 ]
() sebecked packet anly 1
() Specify & packst range: 1]
File type:  lbpcap (tcpdump, Ethereal, ete.) v

+ Browsa For other Folders

[ & save J| X Concel |

Unix/Linux:GTK version >= 2.4
XE7E Gimp/GNOME SEIME FAHR S XIEIE

XSRS IEHEAT IR,
o "Browse for other flders"BIfY “+” $ZEHATLALHRISESHRFIME. .

5.6. |HER GTK TRURTFHRHEIE

Unix/Linux;: GTK version < 2.4 / Microsoft Windows (GTK1 installed)

gimp/gnome REIE, 8% windows gtkl THIAY,




! Wireshark: Save Capture File As

Create Dir Delete File I RAename File I

= .MEL&HH:M = | |

Direcioies [P e -
A acnciuda.md
1 aclocal-lags
aciacalialback! aipcap h
aznly avpcap_loadesc
deian', arpcap_loadesh
Diehiugh aepeap_loades aby
Debug GTET, alert_baw.c
Debug GTEZ\ alart_bax h
dismelerh, aleit_baw oby
doch i AUTHORS i
Packel Range
IE.apILuad Disphpﬂ
. ﬁl packsl: 120 r.

w Delacted packet only 1
M |
< From fiiat 4 feal

w Specily a packet range: 1]

Fieype ‘WieshakAcpdump/. . - opcap _.|

Salaction: T U eyt cubyvertion

(il3 | Cancel |

BTIXEERHENE, (RALUAITAI (.

1. HENEERIXHE.

2. EFREFNER

3. IEERRTFEASTEE, WE 58 T “BIEHEItIm”

4. BRI File type/SHSE MRIFIRIBEREGHRIE. W27
SRR HER TR SR BIBAE
BLERHIRETUIREA AT A, XEUR TR @RISEEL.

=~ ALEEFREFAS—HE.
\) IRETLALA—FEZVERERIE X4, (RFRIERBIM—FMSi(X 0T EERIR. )

5. mii"Save/OK"#ZiHRT. MRAEFIHERITR, SHIBERER. WABPMERERAG, RETLER.
6. mif"Cancel'fHIR HTIAMRFHIER.

5.3.2. gt
LG Wireshark AEMBIRENERERR X (ibpcap), BAILUREFEAEAMAEHEM T EHITEESHT.

BB Z ANREEHEEARSER
BERSX R SRR e SRR ARAEE, WE 73 T “AJEEL"

Wireshark BJLAURTF 90 8.
o libpcap, tcpdump and various other tools using tcpdump's capture format (*.pcap,*.cap,*.dmp)
Accellent 5Views (*.5vw)
HP-UX's nettl (* TRCO0,*.TRC1)
Microsoft Network Monitor - NetMon (*.cap)
Network Associates Sniffer - DOS (*.cap,*.enc,*.trc,*fdc,*.syc)
Network Associates Sniffer - Windows (*.cap)
Network Instruments Observer version 9 (*.bfr)
Novell LANalyzer (*.trl)
Sun snoop (*.snoop,*.cap)
Visual Networks Visual UpTime traffic (*.*)
5.4. SFRH
BENRRREE S MEEXEFSHE—RE, Fll. NERNZ MEORRHTHIE, SHMIEEB R (Wireshark SEFR_ EAGEER— PN LNEI T8R4
12, BEHFRBEZA Wireshark LK)
B=M7aEnl LAGFHEIEN
. M'File"S22885F0, menu item "Merge"(REEIR "&H"), STAIONFE, & 541 T “AIUNEE"
o (EFEHERINEE, BENNHEREIERO. Wireshark SAIFE—MEH S EIHSHERRIS HER BIRFHTE . WRIRRHBM— N34,
Wireshark B88(R2)E SR B LT T RIS,
o (A mergecap TH. ZzTEAREMIITHITNMHEHN. BRETEHNNHNFEREINRE. M?77?
54.1. SHXHIHEE
BHZIHEETLUSERESHINYE, HEAGHE].
z BAGARTE I XHREET

INRIRINARIRTT, Wireshark RERFIEHNAECRIRTRESHREX .




IHARIHERERI K ZE AN B 5" 0pen Capture Files/fTHHEIESU4 STIEESM, SWE 521 T “FTHHEIESEXHEE"
B XEEF AT EFRYIEHIEI .
KBEBEAESFE XA
BIEES RN EEA R HBIEE NG 28I
Gl e A=paavaks
B HEEEN G FIESN S ENFrE EEEINFEF
IENNEEHEI4
SRR BN Z ZFIE N SUFRIRE
ZF 5.3. AEFIRETRY"Merge Capture File As"SHEIE

5.7. Windows FHY"&FH " HEIE

.._i,__n
Look jr | (3 flesel “ D E-
best ] _O000L_20050812131505. peap  [@Bltest] 00008 20050319151 509. pcap Ium_ua:ui;ﬂ

pestl_COO02_20050019181505 pap [{testt 00009 20050019181 S10.0cep  [test] 00014 20
tect]_OOOOD_20050819181505 peap [@testl_00010_20050819181512 peap  [@best] 00017 20
hesst_OO00A_20050819121506. peap [Iltestl 00011 _2005051918iSt 2pcap  [ltest)_nog1a_m0

et _O000S_20050819131507 . prap ek _00012_20IE0319181514.prap II:ESII_[I‘:I'.II:'_E‘I:I

bestl_O000G_20050819151507 . peap testl 00013 _200S081915L516.poap kest] OO020_20

beﬁ!_m‘-‘jm]ﬂ]ﬂ]f{ﬁ.prm testl 00014 _200S0A1918151 T poep kest] 00021 A0
e »
R e e Microsoft Windows(GTK2 installed)

. -+ M
e e v [ Comm | |[HEXSEAE—AREETSE L wireshark i &
[t |
[ ] | Fename  izati_DOOO7 2005081511508 poap
Fomat Wieshak fiopdumps. - bbpcap

[} Peapend packets b stting file Sie 1004 bytes
(Ct Meige packete chinnalogicly Packetz. 11
[ Bppmnd packets b asisting file Finst Packat  2005-08-19 18-15:08

Elspsd OO0

5.8. ¥ikR GtK FRISHIFIE

@ Fihereal Merge with Capture File

Brions o [ | e e e [y |

By Cisa b -
[

B wi —

m ]

Bou
(e
el g . |Unix/Linux:GTK version >= 2.4
& - R . . .
- * | IX27E Gimp/GNOME REIME FRAFHIHEIE
E]EI-E'J Finane Eest. oo
L = Format! Bbpecap bopdienp, Erhereal, et )
T Eragmred pachety Lo scwting fis Sira: I3 T brptan
o “ [Erackml: 130
D = Fro Padet:  J004-06-22 20240
. Bppend packets bo sxsbing fils ' the i o

(B ][ o ]

5.9. |HER GTK FHISHINHEIE

Wirnshark: Meege wilh Capture Fila

Cmaals | Dubinfin | FomarmFin |

[ | Fimn |

[ Frchin wd

{ kel Uy

ekt Ll e |

pe pecyees

i proyes

[ st oo . . . :

i homssan Unix/Linux: GTK version < 2.4 / Microsoft Windows (GTK1 installed)

g g e b ‘Wmchah Aeprhepy) bpea Flemare
Foarast

o]l -

= Prageinad packad) ks o B e

* Wiage pachels chioratagoaly FariFcket

e B e e it [Pra——

Salecton D ", b wmin

[ |
w | cwed

55. XHEES
O THEEAT (. 55 46 B ‘st B8 MNRIFE "Multiple Files/S30{4" IR, FIESUESDEIAS NG, FRANHES.
KENHFENEE+SEME, Wirreshark B EFESIFHET UL EETESE—.
Wireshark 2U{aIEiE—/N 4 FRERISIHEES t /97
XHESPHEBLBIZSE+"_"+S58+"_"+ HHIRTE) + SR NAERY. T "test_00001_20060420183910.pcap”. XIFESFTERISHED
B HERISRGIRIRIEY test ) FIFEX (40" pcap") LA AL BIREIER S
EER— N EESHEX. Wireshark SIREHEBIBRAXXGHNER THREXXE, REFPLAHFEGEEEERES (FIgFESR) BER
XIHES.,
XANMERAHIBEEIERET, EtETER, R/ LUAHTHHEIEEBHEERIESRFIIGEES, Wireshark 2B ENIBEE— M XHES. WRX
HHEBHEREARNERT, XENREEERNSISTTERE G SEEHIFrE L.
{5 FR"File"SEEATRAYF3EEA File Set" A LA G ESESHTRAEREE.

o List Files 3HBEERTR—NEES HrEHIREIH KRBT LRI FES I HFIE.

o Next Files XIFAHR, FTHXHESTIRFPIIT—INUE.




o Previous Files XAZRINM, FIFFNHESTIRFBRIBI—INH.
5.5.1. 4IRS IEHE
5.10. XHFIRINEE

Wireshark: 17 Files in Set

Filenare Created Last Modified Size
(%) testl_00001_Z0050819181503.pcap;  2005.08.19 18:15:05  2005.05.19 18:15:05 1067 Bytes

() test1_0000Z_20050819161505, peap
() test1_00003_2005081 9161505, peap
() test1_D0004_20050819181506, pcap
() test1_D0005_2005081 9181507, peap
() test1_D0006_2005081 9161507, peap
() test1_00007_2005081 9161508, peap
) test1_D000S_20050819181509, pcap
) test1_00009_20050819181510,peap
() test1_00010_20050819181512, peap
() test1_00011_20050819181513, peap
) test1_00012_20050819181514.pcap
() test1_00013_20050819181516,pcap
() test1_00014_20050819181517 . peap
() test1_D0015_20050819181518, peap
) test1_D0016_20050819181518, peap
() test1_00017_20050819181518. peap

.o, in directary: D:[filesek

X oo |

HTEAXHEETHN— I XHIEXER.
o Filename X{HEFR. MNRIRNEHEFREERHREH), SRINHFSHEKE, BIREARAISUY,
e Created {4ElzERTE],
o Last Modified &f5—IRIEXCIH4RYBTIEL,
o size AR/,
BRia—7"..indirctory:" B/ RFrB X HFAERN B =R.
FESRRIESUEEF T, XA, SHEENRESTW.
Close #ZHXTNZIHHIE.
5.6. SR
Wireshark X352 M757%, SMIEASHEEUE, ATHA Wireshark ENSHEEIRESE.

T=
Ei PMEEFEERITSERLISH, EEERIMERIISIERTNAE.

XXX - add detailed descriptions of the output formats and some sample output, too./EFEEFSHERHITNE, BiFtLEE—E5HI5EH
5.6.1. "Export as Plain Text File"YHEIE

SHEEYEA plain Asc "WAXAR, ESFIENEEYE.

5.11. "Export as Plain Text File"YHEE

(& FEthereal: Export as "Plain Text” File

Expart o File:

| [ & |

Packet Range Packet Format

| Captured ” Displayed | Packet summary line

(%) all packets 191 Packet details:

() selected packet onky 1 () Al collapsed
(%) As displayed

() all expanded
() Specify a packet range: 1] [] Packet bytes

[] Each packet on a new page

<:9QK ‘ x Cancel ‘

» Export to file:SHEEIEHIEERISH
o Packet Range &5 58 T “ESEIEIR”
e Packet Details 2?72
5.6.2. "Export as PostScript File" IHEIE
SHHUES PostScript #8=%,, PostScript 2—Ffh3TEIHEL,

- RER



PostScribt SZ4RTLAER ghostscrip 3§79 PDF 18z, HIsNSHI4EZ 79 foo.ps, PAISVEA ps2pdf foo.ps apSml A LU THEHE,
5.12. "Export as PostScript File" IEIE

(& Ethereal: Export as "PostScript” file E][E|E|
Expart o File:

| [ & |

[PaostScripk files can be easily converted ko POF files using ghaostscript's ps2pdf)

Packet Range Packet Format

| e ” Displayed | Packet summaty line

(#) &l packets 191 Packet details:

() selected packet only 1 ) all collapsed
(%) As displayed

) all expanded
) specify a packet range: 1] [] Packet bytes

[] Each packet on a new page

CQQK H xgancel ‘

o Export to file: SHBHIEHIEERISE

e Packet Range: £IUE 58 T “FBELEIR”

e Packet Details: &0177?
5.6.3. "Export as CSV (Comma Separated Values) File" YHEIE
M BEULMLNZIEIIEE, F9FHT xp FEREISFIENEFES, XERTHERT
SHERMEER CVSEX, FJLIRBEFRISERFER.

o Export to file SHEIIENISERIE

e Packet Range & 58 ¥ “BBENEIN
5.6.4. "Export as PSML File" IHEIE
SHEHIEN PSMLIER, EE—MMYESEHREERM xml &R, PSMLEAGHESM: http://www.nbee.org/Docs/NetPDL/PSML.htm.
5.13. "Export as PSML File"3HiEiE

& Ethereal: Export as "PSML" file EI[E|E|
Export o Files

| & ]

Packet Range
[ gathred][Qisplayed ]
&) all packets 191
) Selected packet only 1
) Specify a packet range: 1]

«CPQK H xgaru:el |

o Export to file S HEEWEHIEERI G
» PacketRange: 5 58 T “EUEEIER"
LEiRBEIN Packet details BUEIN, E79 PSML HSIUBIFHRERK, FTEAXERE.
5.6.5. "Export as PDML File" IHEiE
SHEIES S PDML 18, PDML 2ESEIFBERY xml #0304, PDML S4-AI5EA I http://www.nbee.org/Docs/NetPDL/PDML.htm

==
? PDML $ERRE &1TER, Wireshark 14T PDML IRMENRRKNER, BREYMEIRASHERTMK.

5.14. "Export as PDML File"YJiEtE



(@ Ethereal: Export as “PDML" file g@]g|
Expart o File:

| & |

Packet Range
[ gaptured][gisplayed ]
) all packets 191
() selected packet only 1
() specify a packet range: 0

CQQK H xgaru:el |

o Export to file 58 23ESHE
o Packet Range: £l 58 T “BIBENEIN

LIARXSEIEER BB Packet details 5511, XZEHTF PDML I8 LIERIRNBRER.
5.6.6. "Export selected packet bytes" YHEHE
5.15. "Export Selected Packet Bytes" JHiFE

(& Ethereal: Export Selected Packet Bytes g@]g|
Marme: |
Save in folder: | [b Debug_GTEZ - |

Will sawve 28 bvtes of raw binary data to specified File,

[+ Browse For ather Folders

‘ Eiave H xgan-:el ‘

o Name: SHEUES AL

o Save in folder:SH#IEEZIEEER

« Browser for other folders EiJNERIEESHEIENBER.
5.6.7. "Export Objects" YHFIE
XANEER ARSI T FaE RIEERIETIEXE, SEHPINS, MMHTML XA, BRI, aTH T3S LABE HTTP
ERINSRIATEAEES, LRSI REI#E. NREIREERHTH, JIRSTERIFTNSRZ B AZAIEH. REONSRAEERT
MR AT LA RN EE T EITF, sEBERSTENRERILAE Wireshark FTERIFEEEITRYIE). XUILNEEFE GTK1 TAY Wireshark FRFGiA(E
F.
5.16. "Export Objects"YHEHE

Packet num | Hostnarme Contert Type Bytes | Filenarme
1545 wwww, wireshark.org text/htrml 2837  www.wireshark.org
1593 wwww. wireshark.org text/css 4242 ws-l.css
1845 www. wireshark.org applicationfx-javascript 1185 common.js
2488 wwww, wireshark.org image/png 26763 fronmt_screen.png
2592 wwww. wireshark.org Image/png 2782  wslogomedbluell2.png
2978 www. wireshark.org image/png 6525  wsiconinstS0.png
2987 www. wireshark.org image/png 159 cg_fade_bg.png
2071 wwww. wireshark.org Image/png 298 top_navbar_bg.png
3441 ads.wireshark.org image/gif 43 adlog. php?bannerid=12& chertid= 2& zoneid= 0& source=front& block=08&cap
3525 www. google-analytics.corm  imagefgif 35 Sutrmac=UA-B05389-28 utmcc=__utma% 3D E7553150.554435287.1170449
[l i

Save All

Help X Close Save As




=H5i%EB
Packet num
BEIZNSREENENEE, GRS I NRAREER—MEE.

Hostname

{EARRSSERER HTTP B RIET SR ENAENSE.
Content Type

XIERAT HTTP Az SEY

Bytes
IR FTIEN
Filename
URL NERE—3BR (&E—"/"2R). BEXIDEXHE, EERE— M NENEXMMIFRE, XBBERFZIUFE—"HTTP POSTEXK,
CRUTFESRRLGEY CGl IR GHHETRMmEAY URL)
y=EHIAR -
Help
FIAAGRIRARFMG67 57 )
Close
KIANZISEHE
Save As
FHEEN B RFERNEENSR. BIASUGERZ filename FIE7RAINISR A,
Save All

BFIRTETENSIZ filename FIRRETRRT. RASRRIREEREDBR/SXAERFEM]. WRXASELRBERRHE MRS T
Bixk Wireshark 2f7REIR, IZUSRASHRRFEEMBERESWIRT).

5.7. $JENED

FFTENEL, 15H% File SKEAAY Print.."SKEAIN, IXAFRIBEHINE 517 ° "Print" IFEE" AR TEDRSELE.

5.7.1. $JED XHEIE

5.17. "Print" YHHIE

! Wireshark: Print

Printer

) PostScripk

[ cutput ko file:

Packet Range Packet Format

| Captured || Displaved | Packet summary line

() Al packets 11 Packet details:

() Selected packet only 1 O &l collapsed
(¥ As displayed

) all expanded

) specify a packet range: 0 [] Packet bytes

[] Each packet on a new page

B [ o

TEBFEREFTENRSIET A,

Printer
ZFEREE—XE FIVEREH
Print Text

1BEBFTENA plain text &=
PostScript

TEFTEDIFEP{ER PostScrtipt FTENARAFAERLFTEN A,

Output to file

FIENASZMY, 4B ERBMANTFEREE TN iR HIsEE,

NSRRI BIERE Output to file: SIFHE (RN FERAYMETT B Browse, . 1REHEBERE.
Print command

IREFTEDRI(ERRIAR S

=

FIED#RS7E Windows SFEARATH.

BFTENRs @ % 2 Ipr.You would change it to specify a particular queue if you need to print to a queue other than the default.{54[:
Ipr -Pmypostscript
USR8 /I%ES Output to file ZFERIGEREAT AR,
Packet Range
FETWITENE, 2W. £ 58 T “GoEIEm”
Packet Format

EEREE SRR, (R LASRE LA ARFTEDE. WE 519 “"Packet Format"#EIi{”




5.8. SEENEIR
FEREREIARZ B HINEE AR B XAIXHEE(CANERR) B8 B X 1 "Packet Range"i&l, BRILAXS i BPLL A1 T4,
5.18. "Packet Range"i#IR-£

Packet Range

[ Captured ][ Displayed ]

(%) all packets 120
() selected packet only 1
() Specify a packet range: 1]

NERIZE Captured 128, FTE#HEHANEFHEEHESH, WNRIKE Displayed 128, NRBEERHRISHAMNEFHNAESE.
All packets

RIEFFEE
Selected packet only

(RO E
Marked packets only
REBEARICAIE
From first to last marked packet
REBE—MRINCHIE, HRE—MERCHIERIN EZENREE.
Specify a packet range
QMEFRFIEESEEIRAE, FIaN 550-15,20- S4MBRE S, RS 10-15 ZEE(EE 10, 15), LIRS 20 FIRE— .
5.9. B&IVIEIR
BB RERSBEINEESEEE, oS Eai Lo SEmE.
5.19. "Packet Format"#&li&
Packet Format
Packet summary line

Packet details:
) &l collapsed
(®) As displayed
) all expanded

[ ] Packet bytes

[ ] Each packet on a new page

Packet summary line
SHEMEET, B2 Packet List EHRIINE
Packet Details
S Packet Details #xf
All collaspsed
"Packet Details"EHR{E"all collapsed" A& FHIRFEERGFEFRES )

As displayed
"Packet Details"EIR=ZEMHMAES FAER
All expanded

"Packet Details"Etx"all expanded" RS TSR (BB S
Packet bytes

SHEFT, #i2"Packet Bytes"HIRHINE
Each Packet on a new page

BHES N ERM—TIBIN, NREF/FTEIR text X4, SERZENLDTR)

URET HAEERANE, NRSBHE, SEREBITE, (REGZEEEIEE Output to file IREFTENEHAK, 5, out put to file IS
ZR2 2 out ANRAEA acrobat SN, AILIE RGRRZIEXN ps XA LMKERRR , S2X, BEREXHHERE! Acrobat Distiller tBRTLIE 4R PDF
X4,

5. {£F3 PostScript BRI EB RIFIIFL, HAIERSRIN LSS, MERFTEDA print text AliRBXFRINE.



% 6 & AECEMHRNE

6.1. ﬁﬂﬁ!@'}ﬁﬁﬂgﬂ

7(‘ {’* ST E, ETIFSCRIRERIENEET, BYREESIFREMRFIE, JUESFEEERIREEXTFIXNMEMREELIR FTER
,“\E&E{ "+ "ﬁﬂ{d’T_JLXEﬁHHﬂLEIEI’JE%% . ARALUEERARHERFECRIEEE. flan. ETEE 6.1 “Wireshark 527 —4> TCP £

EEI’\J%'E” SREVF RS TCP FEE., ERATLUSIET C P BN ZS(ack190), RSHIME FARNEHEHERS.

6.1. Wireshark i#F7—/ TCP S GH5% @

test. pcap - Wireshark E”-E|E|

File Edit Miew Go Capture Anakvze  Statistics  Help

3w e > @ x » 8 B« % o7 & BE «a
E}Eilter: ] ff * Expressian, .. 'h;glear *f apply

Mo, - Timne Source Destination Prokocol | Info ot

EF LU APl e LU e L ATE e LD e & 1—r II'_'_'J - S L2 LH'\_T\J JC'_'—J. HLP—L2W W

il 1.266628 192.168.0.1 192.1838.0.2 TCFP 1025 » 5000 [PSH, ACK] Seg=1 Ack=

32 1.266819 192, 168.0.2 192, 168.0.1 TCP 000 = 1025 [PSH, ACK] Seq=1 Ack=

33 1.2a7850 192, 168.0.1 192, 168.0.2 TCFP 1025 » 5000 [ACK] Seq=510 Ack=20

34 1.274361 192.168.0.1 122.168.0.2 e http » 3197 [PSH, ACK] Seg=1 Acks

35 1.274447 192, 168.0.2 192, 168.0.1 TCF 3197 = h‘t‘tp [FIH, ACK] Seq 190 Ac

ia 1. 2, 168.0.1 2.168.0. 2 & e 7 LFIN, ACK] Seg=20 Ack

37 1.275018 192.168.0.2 192.168.0.1 TCP 3107 » http [ACK] Seq=191 Ack=21

ag 1.27e019 192.168.0.1 192, 168.0.2 TCP http » 3197 [FIN, ACK] Seq=26&45

40 1.282181 192 168.0.1 192, 168.0.2 TZP 1025 » 5000 [FINM, ACK] Seqesd0itie
< | >
® Frame 36 (60 bytes on wire, &0 bytes captured) f
® Ethernet II, Src: MWetgear_2d:7F5:9a (00:09:5h:2d:75:9a), Dst: 192.168.0.2 (00:0b:5d:20:cd:02)
® Internet Protocol, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.2 (192.168.0.2)
= Transmission Control Protocol, Src Port: http (803, Dst Port: 3197 (319F7), Seq: 20, Ack: 190, Len: O

Source port: http (80)

Destination port: 3197 (3197) i

Sequence humber: 20 (relatiwve sequence number)

Acknow] edgement number: 190 [relatiwve ack number)

Header length: 20 bytes b
< ?
o000 00 Ob 5d 20 cd 02 OD 09 S5h 2d 75 9a Of OO0 4% 00 o T e
010 00 28 00 84 00 00 40 06 8 f8 c0 a8 00 01 0 af@  .(....8. ........

D20 00 02 00 50 Oc Fd OD OO0 68 14 FEEEEGEGERELS R = h. EEFEP -
030 Oc QD 93 ca OO QD OO0 00 OO0 0D 0D 00 L.
Lﬁ.cknnwledgement number (tcp.ack), 4 bytes |F‘: 1200: 120M; 0

£ Wireshark IEFEfHERT, SEATLARITRIGRIERE. EIRREEMIDEIRNAEERE 7 LRI (update list of packet in real time ))
b, BALMERSBNEONSRRAEIES, WE 62 “EoBEsEnilest” , BEXEY, RREEEETEIIRERPERZEBIE, X

EA Display->Show Packet in New Windows , BRILULRERINBECRFE NS N,
6.2. ENEHEONKEE

@ Ethernet II Src: Metgear_2d:75:9a (00:09:5h: 5175 : 9a), Dst: 192.168.0.2 (00:0b:5d:20:cd:02)
® Internet Protocol, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.2 (192.168.0.2) —
= Transmission Control Protocol, Src Port: http (800, Dst Port: 3197 (3197), Seq: 20, Ack: 190, Len: O

Comiiinmm it s ladede Fonty !

£ |

|

6.2. SR IREAIR

TEEJEER, SiFEER, 8FTERATEE, SaHIXIMA R ER
6.2.1. GFIRMIRAIIELISEER

6.3. EFIRmIRHELIEE



T test.cap - Wireshark

File Edit \Mjew Go Capture Analvze Statistics  Help

B W e > @ x % 8@ « »» 7 2 EE «aaq@ @

Eilker: | * Expression... Clear Apply

Ma, - Tirne Source Destination F‘ru:utu:n:u:ul Info -
20 1. 250285 192.168.0.2 192.168.0.1 TCF' 3156 > http [FIN, ACK] Seq=256 .
21 1.250810 192.168.0.1 192.1658.0.2 TCP http = 31%4 [FIM, ACK] Seqg=114 .
22 1.250842 192.168.0.2 192 1a8.0.1 TCFP 3196 = http [ACK] Seq 257 Ack =1
s S5 162,165, 0.2 . 10 = ACK 1 Ack '
24 1.252826  192.168.0.1 152 ~ Mark Packet {toggle) htip > 3106 [FIN, ACK] 5602661
25 1.253525 192.168.0.2 152 (5 Set Time Reference (toggle) 31597 = http [SvM] Seq=0 Len=0 M
26 1.254502 192.168.0.1 bere w210y [SYN, ACK] Seq=0 acl
27 1.254532 152.168. 0.2 Apply as Filker Selected [ACK] Seq=1 ack=1l w
28 1.254R40 192.1658.0.2 192 Prepare a Filker | Mok Selecked Aupnpsseryviceslayer:
29 1.256388 192.168.0.1 192 Corversation Filker ¥ | ... and Selected [aCk] Seq=1l Ack=1%90

. s01.259634  192.168.0.1 19 .\ or Selected Update] Mttp > 5157 I

Follows TCP Skream +.. and nok Selected >

Frame 23 (60 bytes on wire, 60 bytes captur .. or not Selected

Ethernet II, Src: Metgear_2d:75:9a (00:06:! Copy p A_20:cd:02 (00:0b:5d:20:cd:02)

® Internet Protocol, Sro: 192.168.0.1 (192.1¢ (192.168.0.2)

= Transmission Control Protocol, src port: 1(  ExportSelectedPacketBytes.. & (50003, seq: 1, ack: 1, Len: O
Suur"t.:e pl?r"t: 1025 (1025 2% Decode As. .
Destination port: 5000 (50000 _
Sequence number: 1 {relative sequence o Print... . .
Acknowledgement number: 1 (relative a: Show Packet in Mew Window
Header Tength: 20 bytes ~

oooo 00 ob 5d 20 od 02 00 09 5h Z2d 75 S9a 08 00 45 00 el wo.. [-U...E.

0010 00 28 00 Fo 00 00 40 05 9 00 CO a8 00 01 <0 as S I - T

o020 00 02 04 01 13 88 00 00 &7 81 3¢ 37 Ff oav s0 1o LL...... g.<7. . P

Q030 QC Q0 e¥ 97 Q0 00 00 00 00 00 00 o002 L.l ....

File: "InProjectsiPatchnoselwaorkpackage_deviwp3_inldocbooklexamplesitest.cap” 1., | Py 1200: 120 M O

TEFRYIE T iEhR A AR H BRI A,

& 6.1. BFIRIPHFTRIN

FRPRESTIERFTNRERVREIN, LANERERTREA,

PO [VE
iR
]| o ik
|Mark Packet(toggle) |Edit H=tn ey A
Set Time . . NI
Edit RE/HRNEsE
Reference(toggle)
Apply as Filter Analyze  |FRSBTEFHIIE ISR

|Prepare a Filter |Ana|yze

S MBI I R

Conversation Filter -

BEENGEEAEIHEREATIRIRE. EHizEllE, SER— 1 ERTE, BTFERSH HU@ﬁAﬂﬂiﬂ:
ZIENSIEARDITEBFREIE), (XXX - add a new section describing this better.---/EE TR R INET=
FEAREA)

sTcp - AR

Follow TCP Stream Analyze  [IBSEEANTS IBIHI—AN528E TCP AT AR

Follow SLL Stream Analyze |[ELL, ¥ TCP &ifak SSL IEHR

Copy/Summary(TEXT) |- SREFREHEBIMER. (U tab HFFAILA)
Copy/Summary(CVS) |- SREFREHFININR, (CVSIELESHT

Copy/As Filter - VEHEER, B NBNEE, SHTEIR
Copy/Bytes(Offsetex L 16 BRI B S EHIEIIAR.
|Copy/Bytes(0ffset Text) | FREHREWR. AEIEAED.
Copy/ Bytes (Printable |, 4 ASCI Bt B EHERINR, SIEHTESH,
ext Only)

Copy/ Bytes (HEX Stream)

LA 16 A HIR D BRFIFRSFAVEEFHEHRIEMER, (an unpunctuated list of hex digits NiZBEEH
id, BXBNE—T)

Copy/ Bytes (Binary
Stream)

I raw binary &2 6@ SHIEIRIR. SUEEIIIERLL MIME-type application/octet-stream " 724&, 1%
THAEFE GTK+1x RS P RSHS

Export Selected Packet

Bytes Fle  |SYMRBAESRENA—tE. VFS Raw packet SN T HHITHE
Decode As... (Analyze  FERGAMEIT 2 RIS M B R AT )
Print... File $TENE




IR ER .
IRE o ik

Show Packet in New

. View EFEORREFNE
Window

6.2.2. GiFEmEtRAYIALERE
6.4. Bi¥iEEREE £ T RPN

T test.cap - Wireshark
File Edit \Mjew Go Capture Analvze Statistics  Help

B W e > @ x % 8@ « »» 7 2 EE «aaq@ @

Eilker: | * Expression... Clear Apply

Ma, - Tirne Source Destination F‘ru:utu:n:u:ul Info -
20 1.250285 152.168.0.2 152.168.0.1 TCF' 3156 > http [FIN, ACK] Seq=256 .
21 1.250810 152.168.0.1 152.168.0. 2 TCP http = 31%4 [FIM, ACK] Seqg=114 .
22 1.250842 152.168.0.2 152.168.0.1 TCP 3198 > http [aCK] sSeqg= 25? Ack =1
23 ! 505 G2 168, 0.1 1as.0.2 025 > 5000 [ACK] =
24 1.252826 152.168.0.1 152.168.0. 2 TCP http = 31596 [FIN, ACK] SEI::| 26681
25 1.253323 152.168.0.2 152.1658.0.1 TCP 31597 = http [SvM] Seq=0 Len=0 M
26 1.254502 192.185.0.1 192.1658.0. 2 TCP http = 3197 [S¥N, ACK] Seq=0 acl
27 1.254532 152.168.0. 2 1%2.168.0.1 TCP 3157 > http [ACK] Seg=1l Ack=l W
28 1.254540 192.1658.0.2 192.1658.0.1 HTTP UMSUBSCRIEBE Jupnp/servicesLayer:
29 1.256388 152.168.0.1 152.168.0. 2 TCP http = 3157 [ACK] Seq=l Ack=1%0

[ 30 1.2596534  192.068.0.1  192.168.0.2  TCP  [TCP Window Update] http > 3157

Frame 23 (60 bytes on wire, 60 bytes captured)

Ethernet II, Src: Netgear‘_zd:?ﬁ:ga (o0:09: 5k 2d Expand Subtrees cd:02 (00:0b:Sd:20:cd:02)
Internet Protocal, Src: 192.168.0.1 (192.168.0.  Expand Al VLG8, 0.2
= Transmission Control Protocol, sSrc Port: 1025 Collapse Al 00y, seqg: 1, ack: 1, Len: 0
source port: 1025 (10250 Copy 3
Destination port: 5000 (50000
sequence number: 1 (relative sequence nump  EXPOrtSelected Packet Bytes...
Acknowledgement number: 1 Crelative ack nu Apply as Filker ¥ Selected
Header Tength: 20 bytes Frepare a Filker k| Mot Selected
Flags: Ox10 CAcCk) Follow TCP Stream ... and Selected
window size: 3072 . or Selected
cChecksum: 0xe?97 [correct] ... and nat Selected

[SEQ/ACK analysis] wiki Pratocol Page ... of ot Selected

@
@

Filker Field Reference

Praotocol Preferences, ..

0 o9
0 05

|_||_| |_|_'|_ t GE Decode As.,

0020 04 ni 13 88 00 00 7
D=0 Oc 00 7 OF 00 00 00 00 Q0 a0 a0 a0
Frame {frame), 60 bytes P 1200: 120 M 0

TRNMAT BFEYIREKBIMIIREHE, REMAILIRHZII8ERIESHA
F 6.2. GiFRHERIAL LTSN

RuAsE .
1= s ‘ ik
|Expand Subtrees ‘View ‘Eﬂi—ﬁ BUTEERAT TR
[Expand All View | EIFRIEXHHIFEENRETR
Collapse All View  RBEATHEEEFNTH
Copy/Description - SR RE RIS A TSR
Copy/AS Filter Edit  SSEEREEARTSENESHEBIR
Copy/Bytes(Offset Hex | BEFHLL Hexdump-like IEIFHEIBIMIR; XU TFOHEERTARNSS, BRENERUENDT
Text) AR (D B IR AR
Copy/Bytes(Offset Hex) |- L Hexdump-linke #aRAFRIBING, FEOIEATS ., REFEHEHS, FEZMEFIHAMBENINS ik
FRERS (BRI L)
COPY/Bytes (printable | L ASCII W‘t}%x’@?ﬁﬁ, ElEﬂEIJ?f&IS%&I*; XY TFOFIEERTFRRNSS, RRAETFHAMGENIEEN
Text Only) MR (BFRFHEEER
Copy/Bytes(Hex ] j LA unpunctuated list hex digits TR, RUTFOFIEERTNHS, FRZMEFNS st
Stream) FRE D (BFHERIEFERS
Copy/Bytes(Binary ] I raw binary ffgfﬁ;c%méu,ﬁgmaffﬁ; K TFOFIEERFNGS, FRZMEFEENEHES FRETHE
Stream) HRIEPEES). HUELL MIME-type “Application/octet-stream” TFAEEBIMEAR IZIHBELE GTK+1.x FAR A
:’;‘t’:s" Selected Packet |, ST —HE, S raw packet S5 HHEISCHE,




FIRAYE

I -~ kY
G =] s ‘ iR
Apply as Filter analyze  WEUBTEEIWENISERE, FHAIMH

|Preapare a Filter ‘Analyze H—;-_—Hau FIWERTIRAS, BAIZEINF

Follow TCP Stream Analyze BRI, WSEEATE TCP AR
|Fo||ow SSL Stream ’Analyze ‘IEJ:

|Wiki Protocol Page ‘ ABIFEFEENAIXI R WIKI fgub iy S35

|Fi|ter Field Reference ‘ BYENTESEN WEB &%

|Protoco| Preferences... ’ ‘W%’rﬂﬁi‘i?ﬁﬁ%&ii’éqﬂ, REZIEI, FIHEMHINERE, ST, 777
Decode As... Analyze \Eﬁﬁfﬁﬁﬂﬁ/\ﬁﬂffﬁa&z|ajmaeam+/ BEE?)
|Resolve Name... ‘View

Go to corresponding | DA R AR,

Packet ...

TNND, ZRIELEABRIR

6.3. FTHhTiEE

Wireshark B Ffds

HERSRE” RE

SR FEAT AR — LR
o 1Y

o TRIRFER

o %EXE

o FRER

o o o ARIFS
TR EBNEIR SRR,
6.5. F TCP i

TIRiEL: —FERHBRaRER, 3—MEETERER. ATt

SRR,

RFEAL Filter IEEMANRNIEBAINNY, AREZEFRD

AR Jig. i

I):ﬁll:l I£ ST

HRA AR ERAEIRREGBIIAPLE EE., (RATLARMLATIUAN D EIEERE:

T8, R TR tep it

'l test. pcap - Wireshark

File Edit Mjew Go Capture Analvee  Statistics  Help

B oW e >@x %8 B «s» 37 2 BE &a
Filker: ]tcp ¥ Expression... Clear Apply

Mo, - Time Snurce Destinatiu:un Info &

Praotocol

:Jﬁlmir % 48

JirEERIEL.

R e 192.168.0.1 162.168.0, 2 TCP h't‘tp - 3106 [SVN' ACK] Seq=0 Ack— g
UG 0 T s g 192, 168.0.2 192 168.0.1 TCP 3196 » http [ACK] Seg=1 Ack=1 Win
14 1.227451 122, 168.0.2 192, 168.0.1 HTTF SUBSCRIBE Supnp/serwvice/LayeriFor
15 1.229309 192, 168.0.1 192, 168.0.2 TCP http » 3196 [ACK] Seq=1 Ack=256 W
17 1.248355 b EE s g e e e 192.168.0.2 TP 1025 » S000 [5¥N] Seq=0 Len=0 M3S
18 1.248391 192.168.0.2 192 168.0.1 TCP 5000 » 1025 [SYM, ACK] Seq=0 Acks
T 2501 192.168.0.1 192.168.0.2 HTTP HTTR 1.0 200 OK
20 1. 250285 192.168.0.2 192, 1683.0.1 TCP 3196 » http [FIM, ACK] Seg==25& Ac
21 1.250810 192, 168.0.1 192 168.0.2 TCP http » 3196 [FIN, ACK] Seqg=114 Ac
22 1.250842 192.168.0.2 192.163.0.1 TCF 3196 » http [ACK] Seq=257F Ack=115
23 1.251868 192, 168.0.1 192, 168.0.2 TCP 1025 » 5000 [ACK] Seq=1 Ack=1 Win
24 1.252826 1 s A T B 192.1e8.0.2 TCF http » 3196 [FIN, ACK] Seg==26611
Pl e AR 192.168.0.2 192, 168.0.1 TZP 3197 » http [5¥N] Seq=0 Len=0 M3S
26 1.254502 192, 168.0.1 192, 168.0.2 TCP http » 3197 [SYN, ACK] Seq=0 Ack=
27 1.254532 192.168.0. 2 192.168.0.1 e 3197 » http [ACK] Seq=1 Ack=1 Win v

< >

# Frame 11 (62 bytes on wire, &2 bytes captured)

# Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Netgear_2d:F5:9a (D0:09:5k:2d:75:9a)

# Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)

# Transmission Control Protocol, Src Port: 3196 (31967, Dst Port: http (80), Seq: O, Len: O

oo0 00 092 5b 2d F5 9a 00 Ob 5d 20 cod 02 08 OO0 45 Q0 ~Uivi | avwawE

010 00 30 18 48 40 00 20 08 61 2c oD af 00 02 cO aB O.HA... a,......

020 00 01 Oc Fc OO0 50 3c 36 95 T8 0D 00 OO0 O FO 02 o | PR R u]

030 fa 0 2F eD 00 00 02 04 05 hd 01 O1 04 02 L' ceees eviuns

|File: "Du\kest, poap” 14 KB 00;00:02

|F‘: 1200 103 M O [Expert: Error]

FFRRETRE, FEERNERNE TCP T (MEFTILIEER 1-10 SBELHFEE) .
wmER 11,
=
éi LIRERITIER, MERNEKRARBERIEME. ErTdiERERSEEHNERAMIERS.

{RRBEXT Wireshark ATLURBIAIHMSGH TS, (R LA #ETE8 24
#£ Add Expression... XJiEHER] LABZI T FRIFERFIRFENSE 6.5 T
EERHERERE KB IEM 192.168.0.1 F98, FJLUFEHA ip.addr=

Buan.

“ “Filter Expression/STJEFAT” IHFE”

=192.168.0.

RAEMNRSREEARRER, MUAF—MEETRY

2 INEIERYF R TITIR, (B{R TR ELNF BRI L T HMY4ESRT.



6.4. E RBRITIERIAN

b 34
Ei s Clear eJLARBERITE

Wireshark 12 7 @M KNS IEIE L, ROILIBEIEIERNTIERIAN. (R4 aE, aHREXAZMEERER. ATBNEAET
FEKIRIE.
-~ IBE
"\) {RETLATE Wireshark Wiki Display Tuk I &I AEH BT ESHl. http://wiki.wireshark.org/DisplayFilters.
6.4.1. BRiTiEFER
BIFEERNENZERESTLMERTIEHER. NAXEEATEESNEREEIZFERNE. fli. TEZE/FERTCPEEERREESE TCP MYy
.
1&81d "Help/Support Protocals"/#5 B/ MY SZHFE ERIRiT18) " Display Filter Fields/ B i8R Bl LAIBE BT ENTIRFRIIR.
6.4.2. lb8HE
(FALABSEF S AERICEIRER EbET IS, 1EE 63 “ESHRVEIRER

;EI_.R

{RETLAE AR TR PRYZRIEFIELEAF (- link) THA

ZIRERTER, EfiEALURS(ER.

%= 6.3. a-.lﬁ’f"‘l:biféi RERT
|EngI|sh iR sGehl
Equal
eq == .
ip.addr==10.0.0.5
Not equal
ne I= .
ip.addr!'=10.0.0.5
Greate than
ot >
frame.pkt_len>10
it . Less than
frame.pkt_len<128
. - Greater than or equal to
d - frame.pkt_len ge 0x100
Equal
le <=
frame.pkt_len <= 0x20
6.4.3. HEFAN
(FATLARZEREFISIRRANASE—RMER, WX 64 “SdERNSEIRIER
* 6.4. BRIIEANSIEIRER
|EngI|sh ’C-Ilnke | RN 6
Logical AND
and |&& ip.addr==10.0.0.5 and tcp.flags.fin
or I Logical OR
ip.addr==10.0.0.5 or ip.addr==192.1.1.1
Logical XOR
xor |AA
tr.dst[0:3] == 0.6.29 xor tr.src[0:3] == 0.6.29
Logical Not
not |
not llc

[.]

Substring Operator

Wireshark IFEE—NFIINFFS, RS
eht.src[0:3] == 00:00:83

EBIER nm t&TIEE—ISEE. FEXFER T, n SRRUERP0 XreERE, RS, FE 1XFAaRE—, &
=BHEAD, mZNEERRMERXIEFIKE.

eth.src[1-2] == 00:83

EHIER n-m I BRX—ISEE. EAGIG n TRERMERE m TREIMERE

eth.src[:4]=00:00:83:00

LHIERmM &, FRrNERMUEEHRBHEEAUE m. FMHTF 0m

eth.src[4:]=20:20

LHIER nt&, FTRNREAERRE n
eht.src[2] == 83

LHIER n FEiBE— P ERME. FHFFPEIIFHNBETEEEREE n PiEE.
eth.src[0:3,102,:4,4:,2] == 00:00:83:00:83:00:00:83:00:20:20:83

SRIFRALINE—X0S, AEEEERESEARES? )N BRYIFEE.

2l

BEMTF nl

Wireshark 78¥HRGEN 0 SRITRGIREGE—REREGXE, LA

6.4.4. ERANER

g5

ERERANPER"=

EERF, 1& eth.addr,ip.addr,tcp.port,udp.port St Al BE =4 EFREARER




ZKEGAHRip.addr ==1.2.3.4 RAXRERAEES ip bk 1.234 098,

WMRBEANEHA ip.addr 1=1.2.3.4 FATCRHERR ip #tB1E9 1.234 198, BAZE. BAGRIREBFIBRE.

B, BMNRIEARNAHEEESEEREI I Bt hiEER—NAET 1.2.34 817, Et, 3NFRIAT ip.addr!=1.2.3.4 aJLIEHE: %2888
1Y ip FEREVAAA 1.234", EA— ip $UERESEIFIB iR, RERMEE—NRA 1,234 BEXRFHAE,

A LEANER, NRREBSEHIESXHH, ip iitE s 1.234 896, EMIIFRAINIZZE (ip.addr==1.2.3.4), ERILUEE" B~FrE ' FEREA
ip.addr {BEfF7E 1.2.3.4'53EERYE " IDIEIR " TR B FERE ip.addr BEARRLIN 1.2.3.4 198"

6.5. “Filter Expression/iZig&i&zl" INHEIE

(RRE Wireshark T8RS, FH 7RI LABARSARSHITIIRLGS, R LARIEE R NILEFRF

{BINR{REB— Wireshark #73F, SEGME—LEIPEERNMNN, (RolseEHEETEERMAFTAHITIEIE. FEREANEES B {RERRIX L

R
"\) IRRATHEEREIWMARELNNINEN TR, (FIERTERFRERER)

6.6. TiBRIATIHEIE

! Wireshark: Filter Expression

Field name Relation

2dparityfec is present
FCOMEMS ==
3aEPPZ All 1=
802,11 MaGT
802,11 Radiotap
802,53 Slow protocols =

ap e
AnLl contains
anL3r4 matches
AARF

&iZAp

ACP133

&ZSE

AiZkrace

anp

AFP v

+
+
+
+
+
+

R

@QK H xgancel ‘

A EERIINEELG. BSBR— MRS EIIR O ZIIR, —NRRIEFIE.
Field Name
MM EER I RN FER. BRI ESES —R. RE+SEYIER, JLBREXTIRLMYAIAITR=FER.
Relation
MATBXRTIFRFIEFEKXR, is present E—TXK R, TrRURFEFENFEREFE, REAAMAEE. HEXRZEBATITXKR, TEMINEL
TGN, —AMERITE) KT,
WRIFMNFERBIIRIEZFE—NFER, FEFE— N X RZGINETXR ==")FEEERNE, LETREREEER.
Value
EHSMAESENERESE, HANERHERS(RERN field name NEHEZRE(BIWN FFH).
Predefined values
BLUNNFERESTRETH, X—RIR CIESPAINETERN., MNREFOMYEXEFREEN, (RATLATELLEEE,
Range
IMEE BT
0K
WRIRESZEIF 7 RIA, =it OK BIAJ G RANS IE=RFER
Cancel
{ReILARE Cancle IREBAMIEEIE K EFF Add Expression, . . XHHEHE.
6.6. EX, (RELiEE
IRAILAEN TSRS, FHAMIIrmCLMELEER. XHEATLIEERIZ. EFFmARLRE BT SZud iEesIataEl.,
TEMFHNT IR e & B EFERNTIEESE RS iA: 1. 7 Capture SZERI%ESR Capture Filters...; 2, 7£ Analyze £Ej%#zE Display filter.... Wireshark
BampunE 6.7 iR iEes i Baad RS WHEE" FrNIEE.

=
Ei E AR B NS RARE X REFL V1 FRE—H. MAXERE—EHR, “EZENFRREMIRC

e d= )
=R
@ RS0 Save KIRF(RRVITIERS, OK BiE Apply A&fRFTiIERS. X4 wireshark FISBEZIHR

6.7. "jbtEidiEER"H" R RdiEER " MEE



Wireshark: Display Filter

Edit Filker

tpkk_long

kpkk_only

ethernet broadcast
ip broadcask

dcerpe
DCERPC Faulk

Properties

Filker name: | ip broadcast |

Fiter string: ip.addr == 255,255,255,255 |
| @ﬂelp ‘ QQQK I ‘ ‘l‘:f apply | | Eﬁave ‘ ‘ A Close ‘

New
BIN— R ERSEISIZRA . HE0HIARY Filter name, Filter string ([BSS#HER. MRXLEEAT, BEWIRE N new" (B filtername
REIR_EEHE? )
Delete
HBRIERANDS SRS, WNRIRBILIEEFFIEFN K E
Filter name
EPEElvin = )N N E=F N
. RSB BELAAT XA B EME, IREEMBL. RALUGZ NTEERR—NER, EXHFSRASE
Filter string

&R HRIETTIERNNNE. (NERENTIE: ERARHTELCE.
Add Expression
NERENENE: FTFHEMRAHEE, BRI IERAN. FHUE 6.5 T “ “Filter Expression/iTiEZRIATL” XIHHE"

0K
NERERTIE: NHEBIE NG REANTIEES, XAHRNNEIE,
save
FRESANEERE. HUEFMER 2?7
Close
KAZENRNEE. BEHFERRFINRE.
6.7. B

LIrFEIER— LR, SE SR EIFENEN R, JURESZHNHTERK. M Edit SEE%EE Find Packet... 328 IR Wireshark i§&38HE 6.8
“"Find Packet/E$kE"XHEHE" FI7IHEE.

6.7.1. BEEIHEIE

6.8. "Find Packet/E 8 "EIE

Wireshark: Find Packet El [E| rz|

Find
By: (*) Display filer () Hex waloe ¢ String

(et

Search In Skring Options Direction
O Up
(%) Down

| |
@Eind || xgancel ‘

BRREEEEEK A
Display filter
£ Filter INFER, 1EEFEEKGME, R OK(IEEAR)
lan. &k 192.168.0.1 KEEN=HSEFELERE, FRUNTFR:
ip.addr == 192.168.0.1 and tcp.flags.syn
TRNIIERNERS, S0E 63 T “NSAEIEE”
Hex Value
FEEHIERERIEENFS
Bign, fEF"00:00"EHX F—MEARNTEFIHIEEUE.
String




HEEHFEKRFRE, JLUBESHESH
MANERESSHEHTE LR, MREFMELR, BAESEESTHEE, RZNELE,
(R LEEE B G REE .

UP
[ EEXE5IE (BRSERAL)
Down

[ TEXEIIRERSBEES)

6.7.2. "Find Next/&EH{TF—"®S
ERRERNEKIRERETK

6.7.3. "Find Previous/&#_Et—1"mS
ERRERNREENEXG R, HEEK.

6.8. FlfigsEME

B " Go "SR LMREMBMEEIEENE

6.8.1. "GO Back"iBR[El#H%E

{35F3 Go back IREIBHFICR, TIEASTUIR web XILE2RHITREHEICRENL
6.8.2. "Go Forward /FB)"6r S

BIHZIEREEIER, TEATVR web XIYSESHITRHE G BICRSI
6.8.3. "Go to Packet/ZHEEAE "YIEE

6.9. "GO to packet/35ZEER "MEHE

" Wireshark: Go To Packet g@@

Packet number: | 123

| @ Help ‘ m;ump ko

‘ xgancel |

BMABNRS, =& 0K, HEEHEENE (BRI EATELRZ jump to, BEAR T 0K?).
6.8.4. "Go to Corresponding Packet/ZI}IMIR"HS
ANERFIEFEIMNFEIE RN FFPHNB—E, Zan B EIEM M.

=

fi ZNINFREERE RGEIEREIGNERERN), WEzFRETLBEZIRINAIE.

6.8.5. "Go to Firest Packet/FIFE—/1 "0
BRREIE— M

6.8.6. "Go to Last Packet/ZlRE—1"E"HS
BEIRE— 8

6.9. IFEE
(FALMERFIRERN GHTIRG, WINCHEERaENEE, FERREBNROEEHN. MeENTATANESHRIHTER,
=

@ SEiRcCHIRBEEERE S PEE AR, XAMGE, FEtncaEX.

HERE/SH/ATINER, [ReiFERamcERESEE. s, ITliaHHTXEERE, WE 5.8 ¥ “BSeEEmR”
XHRCE A LA T =TUE(E

o Mark packet(toggle) FELFRCHIEEMNE

o Mark all packets tRCEFEE.

e Unmark all packets EGEFTIBTRIC
XEARCTIREH IR Edit" 5B, “Mark packet(toggle)” IhBefEs#HEFISREMRGAH E NI SERRFATLILE],
6.10. FHARFEXRSENRE
EHEENERES, B/ aEHENEE. NEaBSHEFEERIEXEY, USERDITE.
XFATEE, FRXUAREXARANEANS, WE 73 T “FEE
BRI EEFS X FURFIEE r NS RsEE, W& 35 T “"File"3EA”
AR ER T

o Date and Time of Day: 1970-01-01 01:02:03.123456 £35ERY4a%S HHAFORTE]

o Time of Day: 01:02:03.123456 £JitEAV4EXSAYE

» Seconds Since Beginning of Capture: 123.123456 #8534 iaidtERIRTEEE— S E 8N 2XMZRIRIEE. (I

% 6101 T “G5%EME" )

e Seconds Since Previous Captured Packet: 1.123456 #EXI5iI— MEiEERIATE

o Seconds Since Previous Displayed Packet: 1.123456 +EXIgI—ZE~ER8FE (195 / B3)
BT (EARATERY, 2L 10 HEIF RS

o Automatic FEREENMHEEGRINBEEE. (BAIAIE)

« Seconds, Deciseconds, Centiseconds, Milliseconds, Microseconds or Nanoseconds 3&#{ER{FISERNRE. WNRELFMEELLTIEE

S, SERHEBNEN 0 IRIMEELHFISENS. HIESHEE.

FBEIEE: MRIFE IR, S/RAIER: “Seconds Since Previous Packet” , . BRHERIEERE 1.123456 BNASKF"Automatic i EIRE,
2k8 libpcap & HHNEBREEB LD Z—). NRFEEREENT, BRI 1, NRIRER. 99 (nanoseconds) G E7R/9 1.123456000.
6.10.1. @&%EHA
BFaLiABIREREESE, NESEEMEREENEERE. MRFEMNERE—MFEEBEER SEER. flal. FE— N FmExk. 1
UE—EEmRES N SEE.

S
25

@ FIBSERERFEIEXEF, RAXHEMEER.

p—:



A B & AT RE(UIERT &= " Seconds Since Beginning of Capture"#z{ FLUEER. EMHREERTR FastBEARTFEETIE, B4R
i=ZEF.
E(FANES%E, T Edit BT “Time Reference” INAPRY—N, WS 3.6 T “"Edit"SKE”  sE N EFIRGHEHIUSRE,
o Set Time Refernce(toggle) JiYaTERTAISEIRSTFX
« Find Next £EJIFREREKX FT—MIESER
» Find Previous FEEFIREAREKEI—MHESER
6.10. AHEAISEZH)

: —
test.pcap - Wireshark HE”E
File Edit Wiew Go Capture Analvze  Statiskics  Help
3w e pE x % 3B «»»F & /|BE &a
E}Eilter: I - + Expression... Ih‘;.gllﬁear Q‘ apply
Mo, - Time Source Destination Protocol | Info it
.025659 192,168, 1gmp.mcast. net IGMP Y3 Membership Report i
048652 192.168.0. . 255,255, 250 UDP  Source port: 3193 Destination
& 1.055053 AR Ok 197.168.0.2 " Source port: 1900 Destination
9 1.082038 192.168.0.2 192.168.0.255 MENZ Registration ME NELOO&1D <CO:
*REF* 92 1m8.0. & A.162.0, DK S Standard query A prosoycont . waD0dd
11 ©.114211 192.168.0.2 192.168.0.1 TCP 3196 » http [5YN] Seq=0 Len=0 M55
12 0.115337 192.168.0.1 192, 168.0.2 TP http » 3196 [S¥N, ACK] Seg=0 Acks
13 0.115380 192.168.0.2 192, 168.0.1 TCP 3196 » http [ACK] Seq=1 Ack=1 Win
14 ©,115508 122, 168.0.2 Bk e e TCF 3196 = http [PSH, ACK] Seqg=1 Ack=
15 0.117364 192, 168.0.1 192, 1R8.0.2 TP http » 3196 [ACK] Seq=1 Ack=256 W
17 0.136410 192.168.0.1 102 168.0.2 TCP 1025 » 5000 [S¥N] Seg=0 Len=0 M35 "
< | &
Tdentitication: OxiIedrs [8215) A
# Flags: Ox00 .
Fragment offset: O
Time to liwve: 128
Frotocol: UDP (Ox11)
# Header checksum: Oxald? [correct]
Source: 192.168.0.2 (192.168.0.2) B
Destination: 192.168.0.1 (192.168.0.1) »
o000 00 09 5h 2d 75 %9a 00 Ob 54 20 od 02 08 OO0 4% 00 P Y ] e = A
010 00 49 18 47 Q0 00 20 11 &l 09 @ ad 00 02 cd ad R B e =
o020 00 01 Oh d2 00 35 00 35 48 69 02 21 01 00 0D 01 ..... AP = o e
030 00 00 00 OO0 00 00 09 7O 72 af F3 79 63 6T 62 66 ....... p roxycont
040 05 FF OFF 30 30 34 OF 73 69 A5 Ad A5 e 73 03 Ae Lm0 L s 1 emens. n I
050 B5 74 00 00 01 00 01 el »
|File: "Di:ftest. pcap” 14 KB 00:00:02 [P:120D0 120M: 0

{ENRIESERIE, £ time SISE*REFFRIHR(FNIFC(ULESS 10 M), FrEREEHEARE— I IESERKERTE.

WARE TN 16 HHIEEEARA 190 B9



BTEHY

7.1. i%AB

FEARTENE Wireshark fI—LE it

7.2. "Follow TCP Stream"

ANERRALIE TCP 1Y, 1BEEE Tcp iMPRIRFAEEUE, "Following TCP streams"IIEEISSREA. WRIFNEE telnet HPHNER, HERESA
FHEA— M EEER. FERUXARFZE—NERTEREREDN TCP RHE., XLEBRILUEE Wireshark fY"Following TCP streams"IhEERSLEHL.
FEEFIRPIERE—AMRBSGHI TCP 8, SARIEE Wireshark TEAZZEAY"Following TCP Streams"EI(ek & I EFIREIRGEAY LT XH).
SRfE, Wireshark Si& B SENENTESE, HEH— N HEERS TCP RIIFFEEERE. & 7.1 “"Follow TCP Stream"SHEE" Ff7=

=1

fi BfSIEEAIR: Follow Tep Stream XX AN—MNERITIERIEFIREREER Tep RAATEE.

7.2.1. "Follow TCP Stream"YHEIE
7.1. "Follow TCP Stream"YHFE

4" Follow TCP Stream

Skream Conbent

SUESCRIBE fupnpsserwice LayeraForwarding HTTR 1.1

NT: upnp:event

ICallback: <http: A192.168.0. 25000 /Motify:

Timeout: Second-1800

lser-Agent: Mozilladd.0 (compatible:; UPAPA1.0; Windows NTA5.17%
Host: 192.168.0.1

Content-Length: O

Fragma: no-cache

HTTP 1.0 200 OK

Connection: close

serwver: UPnPA1.0 UPnP-Dewice-Host 1.0
Timeout: Second-1800

SID: uuid:ict

| Entire conversation (368 bytes) w (%) AsCII () EBCDIC (3 Hex Dump ) C Arravs () Raw

Save s EErint

@ Help X Close I | IE] Filter Cut This Stream

REIAEHIBIRFREMEIIEMZE P IR 2. M A 2 B BUBEIRCHLIE, M B EARNBEERCHER. XA, MNRREREIHERTLAMN
"Edit/Preferences"SZEAIRAY" Colores (& X,
TS B~ AER. XXX - What about line wrapping (maximum line length) and CRNL conversions?
EREIREREP, TCP RABELERT. BERIRANANETEEMITIEIE.
{RET AR IE BRI T R4 «
Save As LIMENERIEURERETE.
Print UASRISEESFTEDREUE.
Direction 1E&ZAE <A ("Entire conversation”, "data from A to B only" or "data from B to A only").
Filter out this stream RF—NZ/NTIE, ERRATHHEBRZBNEREA TCP .
. Close XAHRIXIIEIE, BRI ZHRIRNIIEAIEN.
(R LARBBLA SR SR EE.
1. AsCIl, FEHMETREILALL ASCI FLE2EEHUE. SARESET ASCIRINMYA, Big0 HTTP.
2. EBCDIC, For the big-iron freaks out there. (FREIEXTEHAEE, EBCDIC £ IBM ARNZF if4RIEINE, )
3. HEX Dump. RIFHFEEFBEIE, bR AERETHE. EaRr"HHMY
4. CArrays. RIHRIEREESANRECH CIESER.
5. RAW. RIFFRENRIBEUREIEMER BREFMH—E oM. BREUUS ASCHIEE. B “save As” B{REATHHIHE.
7.3. EEEE
AfEEE, IEEERE, SEERMLARBEIRR. ATTEEENBNE Wireshark MERTEERTER R E T H4.
EEHIHEIER, S EEHANESINER B2, X NEESSREFERESUSEP, FrLMEiIteel AELAG o irRd(ER.
BBAiR, EEREGEMNIBESRAE? SRR =R, Wireshark ) libpcap(WinPcap) libraray(Ze)3%{SA1EI&, 0 libpcap(winpcap) X Z2MIELE
RBERNIZIREHIATE, WNREEEUREMNEIESUEEART, RESA Wireshark MIZ{FF3RERTRIBETE.
7.3.1. Wireshark &
Wireshak PIERIETFERRIRERHEU R HHAM 1.1.1970 FrHER)FIRTE (MREE, 99701025 2—F)REAL) Bk, {ReILAJE%EE Wireshark 726
FIRMNEEERA. WE 37 T “"View'SEB” #9"Time Display Format"Ix,
LTINS B NFHESUHRT, Wireshark iR BN ERFIERETESUGE T EH TR a2 .
BYERT, Wireshark {2/ libpcap(WinPcap)fifEfE (SIFANFUHERE) . BRIAFREL FBRUHIEMR A L TIE, —RXHFRIBEERERT.
7.3.2. RIS

ik w N




Wireshark SZHRFRIIHE S HHETVERT R RIIEIEL. ARIAVHBIESUHSlRIRT AR REBIRAARR, WD 0"RIZED "0.123456789" 88, AZEUSTUMIE
N FERR ARERREIERER, LM BEEFME THERBEARS (FERETHE) .
REEH Wireshark(FNakz Efth TR)YERAY libpcap R HHSTVEM S BN E A5 Z—EIEfBE"0.123456"

T=
2 BSNEIEE— RIS REREIRBE N EIRRERAEIN 4, FTReaSEERERR. flal: MRFEAN— ISR, RE
EEGFEA libpcap SHER D Z—TFEE). Wireshark (REBE SIS EBERZEAE A Z—.
7.3.3. s
ZEBAA: "Wireshark RIREIBAVERHIEN? ", SERRE, Wireshark BB A EIZAIEE,, MEEITEAAIISERREF 2. FrL, &
HMEEUR TRCRRVBIR R GRER S, tHeE. . . ). BElA LEREETEERERE.

T=
z BE USB IEZAIMEEREEHAVEEIFEE. NONSEhrL “ SRRKAIREMERITHIRE" Z 862D USB BIRAEIRAMZ,. M
FRERERAKRNZBS LR 2T LRER, XA ERHIE S SEVERMEAKEEE.
20 MRIREEREHT R, BB USB iEZINE! (EEMEH. B5/28M-E7E USB Bt H=aiIn Lrtakag? )™
74. BX
SIRESUIRITE, SR XAOEN. RIFRMNEEXERIHERENG, HXARSE(RTRERRIENL:-)
B, TEERMNRERBRATAREATEL S XAER.
o RIF BRI ERRIERNGNE, FHAAEE 7 EHEEsEirg) BRI EE R 2XE).
o RABMRARBE AR SIRATER KR, ATLUFER ERAZIRSXIERE. 6190 {ReERARIRREEF IR TIFE— R,
* 7.1

HAa=2mx?

MNMIFEREMBFEZEXN. BRAMZE 6 mif, REMNMZE 20: 00. XL BN EENEFETW., MR SN AFSBEEHENEEE, $RE8
—INEBD AR BFEFIBTEIRG N, XG=SEUREL.

Fit, AiTEHHEKID ARENKE, SNXIEEE— AR AR EFEE.

RFXEF UTC(Coordinated Universal Time)ak# Zulu BHE(ESMMZ). BB GTMESHEIAINEEABER, BABEMTRES UTC 1ELhiX
E0.9%), UTC EBIaRXET 0T8RS, RIE=), ATERBTXAIBRIREE-12~+14 /T Z(E)!

flan . SNERARMEEMEM, (REORTXIELL UTC B 1 /08T, FREMRAIRTXRLZZE"+1"(5 UTC RFELLERASES!, LA A8AT). H8MRAY 3 /=0 UTC B9F
RHRTE—MTZ.

BEMWXEMLAER, E9BRENIXAZAENGRY, (eil: FHEBEaIRXE UTC+05:30)

BEZEFXEEN http://en.wikipedia.org/wiki/time_zone F0 http://en.wikipedia.org/wiki/Coordinated_Universal_Time,

=72

4203 DST?

Daylight Saving Time(DST) XFRAESHS, BRNEREERN/INAE “4&™ BRI BI(EZEAERKIK, NRRBERIERRE, kAT, &
EEFANA). ITEEXNED, REZER (BAERFREM) B0— DST /NSE] UTC B, FRLAREBIIMN NS #RA St A EER 2 /NIt E
RITE{RAIRTX,

ARERNR, DST HARALHFTER®ERA. (FRAREFTFER, JtFEEREFIRAE S ENFERAY (Fbal . RUMEEZRT, MAFITNEEE) .
TR A8 DST B, UTC E25FEE—HHY.

BEZEFERN http://en.wikipedia.org/wiki/Daylight_saving.

7.4.1. IEfHREFRTEIAYNE
NRRRIEFARZMIA—EI/E, EHREHENNXIFEEYE,
RN IR IERRIIF IR BRI X
1. RBIERYATX,
2. REAHATE.
XA S REYT B LA EFIRT X
R
N SNERREBHIRT, BEUTRIICNVEARETEN A ERER, SO EAATEXEME, (AR XHMALLY . EitELE, RiEsE
frERBEREZRN, (RRAREABRXRARRAHREE.

=R
N 'P {RETLA(E R 28R B (Network Time Protocol NTP)@iZ SHEEAM Y NTP $RZATRSS 28R R B shEE(RAYIT S AYATEl, Wireshark 37
BT EE R LAER NTP 2 im, AI&I http://www.ntp.org/RINM4E,
7.4.2. Wireshark IR XAIXER
BBA, Wireshark FIRTXEIRBHARXRERK?
Wireshark [RAERIHEHESNHHET (libpcap #&Z0) FI—LLEAMIE=, 5140 sniffer,EtherPeek AiroPeek 1 Sun snoop 18z, #MEEEIARTETFAE 9 UTC B
B, UNIX R%, Windos NT RZE(NT 4.0,2000,xp,2003,vista)E RSN EREBIGHTIEIR /I UTC. 2 Wireshark BHTHERS, TR TR, (BINRIFE
BIEMZENKX, BMERFNHIERER 7 AMAEE, UTC IIEIEEREEREIRAY. "windows 9X FF!(win95,98 winMe) " TERF N FBLAAR AT EIR
I8, 7EfEHERT, WinPcap W/UGATIEIEEHR A UTC Y {EJEAIXLS Wireshark SIERATXIZEIRIR, AR EIEASIEH.
Hith#ER=L, %0 Microsoft Network Monitor,Dos-based Sniffer,#0 Network Instruments Observer &=, {R1FEZAREZAHBATE].
£ Wireshark &R, BIEIELA UTC BYEIER; XEWE, NREZBHEILARTFEIAZIRE AR BRIFHESUY, Wireshark FFEG AR
UTC RTa,
BEfS Wireshark SHR2L LAY B R/~ATEEL. BT EREESIENITENISE UTC RIRIER AARERTE, FHERXPMXANAMATE, SFiLE
LA UTC (BRTFHESENARTBIRUEIES Y, XEKRERIARN @SSR ARER XEAREE, XREEEER SRR XAEEEUEIAFRIRE
IARSEIA—F, XTFERLLARMAT RIFME B EIAR RS, MXIERSERIRITERRXS UTCRE, LUK DST Ml TR, XRogEsS
RN EER, BERNKEENSN BRI B SEIEX MEIR, XEFSCRIAY EHE R st SHEE U4 E AR B —E.
#* 7.3. EHEX UTC ZikR3E
| ‘Los Angeles ‘New York ‘Madrid ‘London ‘Berlin ‘Tokyo |

Capture File(UTC) 110:00 1000 [10:00 [10:00 [10:00 [10:00 ‘




| ‘Los Angeles ‘New York ‘Madrid ‘London ‘Berlin ‘Tokyo ‘
|Loca| Offset to UTC ‘-8 ‘-5 ‘-1 ‘0 ‘+1 ‘+9 |

Displayed Time(local Time) 02:00 0500 0900 (1000 [11:00 [19:00 |

201 BREBAEBZUAIEIRR 200 REHRE 7T —1ME, ARRESFREIFNENE. M NHHIETEENSZ UTC BJIE 10:00.

RS RNESETETBEIE, RN, SEMNBVGTeIMMME . BIEREIRVEIMME, EEZVAARERIIKAR 2:00,MIREE
BIZDE 11:00, ME—MUER, BMEARERARA BT E.,

it (RAsEANERERINN BN BE/MNEE R, RIEMAHBLFEERSEE/BE. FrLL, WRIREEI—NEfBIYX/DST a9ites s, 1R
WY fRMIBAIRT X /DST AR, XHTEBMEERERE. Lo, REBSBNESERSE 7 I afiitX,

1.5. &H8

151 HARESHE

MBI BT EE R ARISUER, TERAY, KEMNASEASHHXEARNEIRR(ECINMEE /NIRRT, SE 25& TCP —HAYREDE TCP
e AIEEEES B R, (RS A:or is stream-based like TCP, which doesn't know data chunks at all.)

EXMIERT, MEMUATTRESIER S BRINAR, FUIREVL B BEHERSEINSNE. RIEREEZ IRt EEEREIEUER D BIOFAH.

==
N j £ Wireshark BB, XAMLE//5E#FR 9@ /reasembling, ERFEMYAVEIAT8EARBRE(FI40: desegmentation, defragmentation, ...)

7.5.2. 4] Wireshark §HE

XIABLERTLA#E Wireshark IRBIAIHNY , Wireshark IBEANEIFES . EIK. RIS, BREUER. Wireshark £ EIREIRIRXIRIAIE , 7£"Packet Bytes"
R INRE SRS HIUEHEE. GEF “Packet Bytes” EIREGEMNE, W5 37 F  “"View'sEEH” )

7.2. B S HEMIINALR-R"Packet Bytes HEHtR"

0o00 08 00 06 ab 04 53 03 00 06 &b Ff bd 08 00 45 00 T e o .Y
00l0 01 4% 23 7 00 00 1le 11 dd 51 bc as 08 0a bc as SHI....0 . [
ooz0 0% 3z 41 af 0F 04 01 34 00 b4 04 00 ze 00 10 Q0 e R
0030 00 00 00 00 ad de 97 ec dl 11 &2 F1 00 57 80 O ....... T veag.w.. W

Frame (342 bytes) | Reassembled DCE/RPC (1604 bytes) |

TE
EI BHAUBEREES MMYUE, FRLATE Packet Bytes TR AT e IS MTIITTEIA £

T=
EI FEEHERNRE— BB G HEIEE.

LAHTTP Get W& /97 : iEREUR(BIZI— HTML TUEDIR EIRT , Wireshark £ B7m—™ 16 SR EEUETE " Packet Bytes EIHRAI— /9" Uncompressed
entity body"#rZ&EInK.
ANBERT, EEIPEHINEEHIZE AT, 7 2005 5F 9 BZRIBAMERATF. MNERFIEIRINET 200 5 9 BZANRER, REMIA—T,
BAEEINEE. SHEXNDITNEESIERIEEX.
A S HEIREXNICRITEERINEK.,
1. TERINEN: TCRMIAFaH. BEMNIFESH MBI MNAISEIRER.
2. BEMMEMYENHTTPAREREHIEIREH D FRIEEE. XYt EFRT AR MY S ECR T EELL,
HIRESREMMYAIRHE tooltip ARERREIHFFEE BKERIMNIZE.,
7.6. BFRAEHT
BF RS R T RIS S AR, BRMAEATLSSRXITIE: BISES/MERS (GIRNSRENENR)F0/3 Wireshark F5EAIE
B, XTFBIWESEHTRITENFEE, aTAs???
BFEITEI AR ER TR, BN E.
7.6.1. BFHRTAGRES
BFRITTEER Wireshark WBEEMNE, EEJLITARENE. A=, SF@iTttEEE RS,
o« BFRIFEESATH. RSSETEANEFTEMFITEZTF, HERSHATAH. NSEBFERITHIZFERERE XU,
o BFRIFFSBERERRMREMA A . R RIS TFHEE S E T MRS L AR e R B FRT AT . 8R4
FHETE UG ATRES R IIER D RS AR 22, TN ER AT AERERI G FRITIRS SR/ (ZRIE SR LUERRY)
o DNS aJgESIgnmnEsMIaE] Wireshark A, {REEEIHHEZIH Wireshark 153K DNS IRSFEMRAIEHHIRAITEE.
o [RITBIREE Wireshark 17, XINREMEE—EH K. BE, NRBFHEITERE wireshark 217 A4EZL, wireshark AEREIXA
T, EACENEFTHITHERN. NRIXLESEE Wireshark BT T, FIZNFREN—/N5 DHCP F84], Wireshark AeiFEZR]., (XL
25X DNS B2FBER? B2 ER6NE dns iE/1? )

=B
N j BFETEESREBEANEETN. MR—IMEENSFIRLIGSHEET, SFRNNSASUAEN, BREBFERESWERT, FaILUER
"View/Reload"&EE IR, RIEMETREBFHITER. EEHEIREPXEMIBYRE.
7.6.2. LAXRIZFEr(mac B)
410 MAC HBiik(e.g. 00:09:5b:01:02:03)f# T AIE S RIEAIHELE ("Human readable”)
ARP B FRER(FRFERSS) Wireshark KRIRERFAHIBK, BLAKMIBIEEER/IXINAY P tthik(e.g. 00:09:5b:01:02:03->192.168.0.1)
Ethernet codes(ethers file) 4158 ARP f#HT$51R, Wireshark KEIELUIKKIMBIHFIT A ERNIREE . XFEITRERFIEE— ethers X4 mac
S EEZFR, (e.g. 00:09:5b:01:02:03 -> homerouter).
Ethernet manufacturer codes (manuf file) 152 ARP fB4T#0 ethers SAHERTCIRRRINMRMT, Wireshark £22ix45#2 mac HIHYBI=NFT A B3
485 .. mac HEUEAIBI=PNFT 2 [EEE A% Ao Ecat ittt (BRI = N FH I LIS HE N MR FAIHAR , HAXL B ETLFHER. ,)(e.0.
00:09:5b:01:02:03 -> Netgear_01:02:03).
7.6.3. IP H{BhtiRr (MILEER)
5 IP ithitib(e.g. 216.239.37.99) 4542 MIE S RISERYMEE/"Human readable”



DNS/ADNS name resolution(system/library service)Wireshark S[FIZ{EZR S (8 ADSN library #Bit-ZFREFITIEEE?) B3k, 15 IP bl 4EHa 918
KEXAIEMN A (e.9. 216.239.37.99 -> www.1.google.com).lltRT DNS IRSZIEFEREILEK DNS fRS588, AflA Wireshark =1L EZ! DNS i53KA900 5
RE], WERETEERE, RATLLEE(FEA ADNS library((XHERT LAB R S ME AR, )

g5

@ WRBIREITIRSS S AT, FOIFMEBFREENTE Wireshark BBEEZNE, REJ9 wireshark SFF B FHITEREEIRER. EXMERIRNIZ
{65F9 ADNS,

DNS vs. ADNS XEE—MEEAIXILEL: FNEEERE ip i AEAES1EAYMEIE Human readable"(i%45). &% DNS F gethostname()& ittt
HARAETR. BEETEENR hosts 3f4(e.g. /etc/hosts,/windows/system32/drivers/etc/hosts) BREG K EIILECSLIR. ANFRIAZEI, K[AHEER DNS
RS EIA,

DNS %0 ADNS BEIERIX BIFET51F DNS fRSe5 2 FHT. gethost)e—EHFFMBER FHRETREIREEIR. N8R DNS RS54 H, TiEsn
FHRISATEGFLED). ADNS IRBLMEHMERAE. StEFM DNS RSHEAHBEK, EASEFFRESH/NE. BSIRERN Wireshark, LA HIME
Uk (FOfSLEibit) 7£ ADNS BRIERFIASEFITER. WRIXBFIRE, BTERERFERFT, (FEEFER"View/Reload KEEFNXLTF
ER BRI R,

hosts name resolution(hosts file) 415 dns BEHTANERIN, Wireshark S=1ERABFRHEAIENIIGE P R AN NIENSZ. (e0.
216.239.37.99 -> www.google.com)

7.6.4. IPX BT (MLEE)

ipxnet name resolution (ipxnets file) (& FRIEFEE)

7.6.5. TCP/UDP iz Q&R (IZ5E)

1% TCP/UDP £ (e.9.80) N ENNSZEAHTE "human readable"™

TCP/UDP port conversion (system service) Wireshark SEIRIERFTAHIBER, ik TCP/UDP i AERE#R(e.0. 80->http),

XXX - mention the role of the /etc/services file (but don't forget the files and folders section)!

7.7. BASHN

RS MUE RIS IR EEERI e/ IE 1.

L=
N j N AREGFIEIX Btk redundancy check(URRIE? )

Befn2Mt4n9?
RSN R RIS IR S AR EIRSB o ERMYE. — MR IREIES o TRETENHAEE.
MEEIEEEREIREPEESFTEER, INERER, FHEESE. SUREKTS IR,
[EREETEFSHMHEER, MEMYSEEFERRIEFIMEIIXLSER, HXHSNEIBEHTREINTE, HSEUEIIIRI—ERX. BKSE
R AT EEUER RIS, NRKERIRIEFITTE ERARGFIAE, MERREUEEER.
BYRBRAGZIUBIITRESHAETEFESEREIEMNE, HMEE (BR) HR.
MERFBLAERTTAEE, BUASEFERNEUES. RIEMMYAIIARR, SIEEASNUEER, BT AXnSIREEIEE R BN EE R
Ee.
(FRREFI LAKRERMEREIRE. (BHURIRFIEEAETTERR 100%6EURIFEER, KAGVENERST AU,
REETNEEABRSE, FINIRESHFERIQIGIEL CRC32 (TBIRTTRIRE) . FHIRIMEIMIERIIRECE ABUR T 5 2 MEENA R HEE
LR, SBRENNEEM, MBHENITENMRE, EtAEmEEAIMEE.
T HRIGTINESZEERILIS% . http://en.wikipedia.org/wiki/Checksum
7.7.1. Wireshark B4&F1I8iiE
Wireshark X3RS MG TIQIOFNIEIUE, a0. TCP, IP, . .
BE&H0"normal receiver" {—HRVITTE AEEBIFBRER EMURFIFERRIAS, e.g.lcorrect], [invalid, must be 0x12345678] LAKEfthRLAIRNE.
ANERRIQFNSNIEE I TS EEH TR IEN, SHESERSENT. XEA T ERERIAIERESIRINELNEREUE.
7.7.2. Checksum offloading
1IN BT serME MRS, hisERE), EEEMHETTHK.
fBlgn. LAKRESEHTEIUANEARABTZ R, BSEEIEXMRIE, NRESIIEAIEIR, Wireshark SASBKERNM, UIAMBEGS
BEEEFXIE.
EERBEERMINT, FHETHRENEERLEE.
ECE R MR LA T— S RINRE, 40 IP MISFITE, IX#AA checksum offloading, RRRIRGIASITERIGH, REBBEIBRISTIFERE
TRIEATHER, TEEEFTE.
=1
checksum offloading @ESSEGREL, EAMBEERKIITEZBIEELE Wireshark, Wireshark SRIBAMGITIFERETH, YRR
TMERFER, REXMEENMEEG A B IEEHERIEFIN.
Checksum offloading &5 [{ZiBiE, 1HFFERLEZIAXEMinvalidfER, 5IEFRIOKRE. BIHREN, ERCEISSNEEEH, FEATE
RS,
{RETLASREN IR /375889 Checksum offloading [B)&R

o TEIRENRERS X checksum offloading IR, NERATAMYIE,

o BITEEIEF Wireshark A4S EMNYAIRIEFIEIE .,

"V EENEATEE], MR Wireshark FERERAOEANAE. LR, AV —E. HEELVEERRE R A aRaIAE.
Y R OB NIRS S
' 7 Windows PAMSIEH, RIZETHEHIETRE- > 0E S > KSR > XR-EA R A



% 8 = Hit
8.1. iiBg
Wireshark 12 7 ZFZHERIME ST INEE
81, BEAHNEAREE(CCINENEE), eI, FITHEXHER HTPP B KFINEED), F%.
o —fR&It
Summary: fHEMHHE
o Protocal Hierarchy: {HiEEHNERLEH
o Endpoints {540, @ifAte, £21E7509 ip ik
o Conversations f5l4l: FMERE IP ZIERIE(S
o 10 Graphs E1#{EREATEIZM{CLAYERLZLE.
o IBEMMNSRLT
o Service Response Time M&A#SiEKEBNIEREIARSS BIFRATIEL,
o Various other #il4FEHZIT

T=
Ei UFENSE, FEEFEMYAAET 7. BRIMRIBMIVIAFERE, FIHERAEIAILABZERN.

8.2. HEENO
HEHEIESEHRI—RRER
8.1. "Summary" &QO

" Wireshark: Summary D@@

File
Mame: O fkest.pcap
Length: 15317 bytes
Format: Wireshark/tcpdumpy.. . - libpcap
Packet size limit: 65535 bytes

Time
Firsk packet: 2004-06-22 20:02:48
Lask packet: 2004-06-22 20:02:50
Elapsed: 00:00:02

Display
Display Filker: none

Marked packets: 1]

TrafFfic Captured Displayed
Between firsk and lask packet 2,113 sec
Packets 120
Avg, packets/sec 56,739
Avg, packet size 111,000 bytes
Bykes 13373
Avg, bykesfsec G328, 662
Avg, MBikfsec 0,051
File
FHESHRI—ARRYER
Time
FEEMNRE— SRR
Capture
BRI — S ER N LB HIECENREIEE, ®LEMNIHEN)
Display
SETBXER
Traffic

WMEERBEXST, NRIRE T B iE, (ReBZ/S, Captured 7E~3EBIHNER, Displayed 7 B d X NANEE.
8.3. "Protocol Hierarchy"&[
ETEREENSEER
8.2. "Protocol Hierarchy" &



Wireshark: Protocol Hierarchy Statistics

Protocol % Packets  Packets Bytes Mbitfs End Packets End Bytes | End Mbitfs
= Frame 13373 0,051 o
= Ethernet 100,00%: 1200 13373 0,051 ] ] 0,000
Address Resolution Protocol 0,83% 1 42 0,000 1 42 0,000
= Internet Protocol 99,17% 119 13331 0,050 ] ] 0,000
[=l User Datagram Protocal 10,83% 13 1683 0,006 ] ] 0,000
MetBIOS Mame Service 4,17% 5 585 0,002 5 5a5 0,002
Damain Mame Service 5,00%: & Se6 0,002 & SRE 0,00z
Daka 1,67% 2 512 0,002 2 512 0,002
Internet Control Message Protocol 0,583%: 1 F0 0,000 1 70 0,000
Inkernet Group Management Prokocol 1,67% Z 108 0,000 2 108 0,000
= Transmission Conkrol Protocol 85,83% 103 11490 0,044 a0 4550 0,018
Daka 16,67%: 20 Bea0 0,025 20 Be60 0,025
Malformed Packet 2,50%: 3 150 0,001 3 180 0,001

& teln & ox

XNEORSNEHIE G E SHNEINNAIRIR D 2. RAILIRAShES >, BERE+/-Bir. BAERT, MEoXEERTN.
BTEE8— MHERNSRIHE
BHIRERINER
Protocol
[IIANEZL T
%Packets
BEMYAE B RIS RrE B AT SRILLGI

Packet
SBIZMYNBERIEE
Bytes
L SIEAWENEZ S
MBit/s
IZIN AR, TEXI TR A
End Packets
End Bytes
End MBit/s

=

e =1
a BEESEEFSINY, BRSMNSEESNMEHPERLT. Ha0. EFEPEIE 99.17%89 1P, 85.83%HY TCP MY (B IAIFNEIT T 100%)

a BHMYBRES T UAEEEEMNY, SEMYEFRITBE DI sEHAET 100%, HIa0:85F+ TCP & 85.83%, (B2 LEWMMY(HTTP..)
HILL 85% &>, XATEERE A TCP MY, 0. TCP ACK BASEFEITEIEEMN.
— P EBEMMNE T EEEENALE—R, XMHERT, hNSHITEBIT—R, fINRELEEREANNY, IP ESHIMFRX, (BB
NAREEEip B, EHiriEsREdEm P #E—R)
8.4. "Endpoints"
immAENSLT

R
'\} MRAEHESME TR T EHEEIHFR Hostlist/ ENFIRAIGFA, EXERE Endpoint 7,

8.4.1. f+42 Endpoint?
— MR R E R EREERNZER R, Wireshark inRAit<E5 H T FimAa:
Ethernet
PAK i R B7~ATRLAK R MAC ftiik
Fibre Channel

eSS
FDDI

FDDI s 2 FDDI MAC itttk
IPV4

IP i 2 IP Hitik
IPX

EERNE



TCP
TCP w2 | IP #tbhEFN TCP im[O4EAK, FERERY IP tElbin EARMIROS, RTRHEAREHI TCP ifma
Token Ring
Token Ring(Z$hE#R)immE Token Ring MAC tiiik
UDP
UDP i 2 IP th3EFN UDP im4ERK, AEHY UDP ttbitFRE— IP i R<AERY UDP imm
Broadcast / multicast endpoints ( J“3&/3iBiks )
a T /S BEEAEMIRERBEMER, B, XEiEmEEElER, EXABESATE (ZE—30)5 HAYRBIR Mz,

8.4.2. "Endpoints"&[
1ZE OB nm A EENRITHER
8.3. "Endpoints"&[

Endpoints: test. pcap

Find Frame

Colorize Haost Traffic

Ethernet: S IPwd: 5 TCP: 11 LDP: 10
Ethernet Endpaints

Address Packets Bytes Tx Packets  * Tx Bwhkes R Packets R Bwbes
Metgear_?d:75:9a 114 12828 =¥ F3l3 5z =)
192,1658.0,2 120 13373 bta] Gla0 62 7313
Broadcast 3 262 0 i = =
01:00:5e:00:00:16 2 108 o o Apply as Filter Selected
01:00:5e:7F:fF:fa 1 175 0 0 Prepare a Filter ¥ | Mok Selected

... and Selected
v, o Selected

.+, and not Selected

.. of miok Selecked

BB cony |
Mame resolukion

mzEOF, B8NS, BERA—NERE. SRS B EERmE B (a0, "Ethernet :5"FE 5 4 ethenet IGm#EHEIEE]). WIR
FEAMMGEBIR AR, SRS B RARE(RETABEEIER-EXIMAITAE).

FIRPBITERENRRIIRIHER.

Name resolution fIFRIEFIZIER, BEIHEENMERTEFREIT(XRNETRY Ethernet endpoint TIERZ MAC B). {REJsEEREI, F—TH
BI=NFTfRIT/9" Netgear" S5 Z{THEUEARAT 9 IP ML arp MMARAT), SE=1THEAT AN IBHEIEGRABATEY mac ttelitJo-fEfffffR.A1.f), REM1T
B9 MAC HBHESR#E AR

~ B
_\)

ZEAOTRSINEIEFAS, R TEENEEZRIH T EEETEXHEITFTE), tikAGE.
8.4.3. 45 EMNNAY"Endpoint List"& O

Before the combined window described above was available, each of its pages were shown as separate windows. Even though the combined
window is much more convenient to use, these separate windows are still available. The main reason is, they might process faster for very large
capture files. However, as the functionality is exactly the same as in the combined window, they won't be discussed in detail here.

8.5. &i&/conversations

ELHRENRIERIT

8.5.1. {4 24&i%/conversation?

— I RERTE, BNERMIFERRZIEARERBE. Fli, — 1P SIEEMA P BRI EREE.

8.5.2. "Conversations/&iE%" window

BRTIIERABZIH, SEEOMRREOER—F, WE 842 1
8.4. "Conversations"XHEHE

“"Endpoints"&"




Conwversations: test.pcap

Ethernet: 4 IPwd 4 TZP: 9 UoP: 7

Ethernet Conversations

Address A Address B Packets | Bytes Packets A- =B Bykes 4-=B Packets f<-B Bytes 8 <-B
192,168.0,2 01:00:5e:7F:fF:Fa 1 175 1 175 ] ]
192,168.0,2 0L:00:5e:00:00: 18 2 108 Z2 108 ] ]

192.165.0.2 Broadcast 3 P 3 262 0 0

Metgear 2d:75:9a 192, 163.0.2

apply as Filker » N 5o <-=B
Prepare a Filter ¥ | Mok Selected M|l A --=6
Find Packet k| ... and Selected M| A <6
Colorize Conwersakion ¥ | ... or Selected B O < ANY
.. and not Selected ¥ A - AR
.. of nok Selected M| O o< ANY
ApY =-= B
APMY =-- B
APMY --> B

Copy

Mame resalution

@ Help X Close

8.5.3. thiXd8E “Conversation List/£iF5%&" &0

Before the combined window described above was available, each of its pages were shown as separate windows. Even though the combined
window is much more convenient to use, these separate windows are still available. The main reason is, they might process faster for very large
capture files. However, as the functionality is exactly the same as in the combined window, they won't be discussed in detail here.

8.6. "I0 Graphs"&[

FAF el B BRI B EHEET
(R LARERAMARERERIER
8.5. "I0 Graphs" B[O

Wireshark 10 Graphs: test. pcap [ZI[EIEI

0.50s 1. 0s 1.50s 2. 0s
< E
Graphs % s
raph 1| Color E]Eilter: | |St~;.-'|e: Line s ||| Tickinterval: 0.01 sec v
Pixels per kick: Z W
araph 2| Calor E] Filter: ||_||:||:| | Style: | Line b
Garaph 3 | Color E] Filker: | | Skwle: | Line WY B

Ik Packets[Tick »
Garaph 4 | Color Efilter: | |5tyle: Line b

Scale;

10 W
Garaph S | Color Efilter: | | Skwle: | Line b
I @ﬂelp XK Close I

FARFALS—TFTRSHTIRE.
Graphs

e Graph 1-5: /3 1-5 EIFREIAMYFF/S graph 1)
o Color: EZRRIEAE(AAIE)
o Filter:igEE123E28(only the packets that pass this filter will be taken into account for that graph)
o Style:EZFE(Line/Impulse/FBar)
X Axis
o Tick interval iR& X ISR URAYASIEN(10/1/0.1/0.01/0.001 seconds))
« Pixels per tick 18 X iB& &= 10/5/2/1 px
Y Axis
o Unit y 395 S7(Packets/Tick, Bytes/Tick, Bits/Tick, Advanced...)
o Ssale Y #hE{i7A9%IIE(10,20,50,100,200,500,...)
XXX - describe the Advanced feature.
8.7. ERSStEHRZAYIE
ARSI R AR R ARIETEREIF4E N 2 BT E)jalfE. ImAZRYEIFER S MY F el A,
IRSSHERNATRIGLT, AT A
e DCE-RPC



e Fibre Channel

e H.225RAS
o LDAP

¢ MGCP

e ONC-RPC
e SMB

[EES=LA DCE-RPC ABINENE RS A,

Ei HAbIRSSEMNAIEE Windows F& TERRERAIIET A EE (NNEHAR)

8.7.1. "Service Response Time DCE-RPC"&[
DCE-RPC RIRRSSHER AT A RIS K AR AE RIS KA B EIfE
8.6. "Compute DCE-RPC statistics"&[

Wireshark: Compute DCE-RPC SRT statistics [Z”E”g|

Program: ATSMC - EPM “ | Version: | 1 W

E] Filker:

|
‘ x Cancel ‘

QP Create Skat

R LURBETE, BB FRITNENEE
8.7. The "DCE-RPC Statistic for ..." B[

DCE-RPC Service Response Time statistics for EPM major version 3: test

D E-RPC Service Response Time skatistics For EPM major wersion 3 best.pcap
Filter:

ndex | Procedure Calls * MinSRT WMax SRT Bvg SRT

A Close I

Each row corresponds to a method of the interface selected (so the EPM interface in version 3 has 7 methods). For each method the number of calls,
and the statistics of the SRT time is calculated.

8.8. thiYigESRItEO

The protocol specific statistics windows display detailed information of specific protocols and might be described in a later version of this document.
Some of these statistics are described at the http://wiki.wireshark.org/Statistics pages.




$ 9 T P4k Wireshark

SR
AEH 9.6 TENNBEIFERN 0.99.5 ik Wireshark FrEBRRE NEIRINAITIEE.
9.1. ikER

Wireshark BUATRB ST LRI A IRIISTE, S{R-H8E Wireshark BORHE, {RETIART Wireshark 3T MELIR B EITEES (RIVEE,
FEARERAIBNE:
o YA ap<L/Ea) Wireshark
o WMIBESREENLIRBEXSARNE)
o UN{EEHICARNT
o UfUfEASMSHFNEIENIRE
9.2. JAG5$1325 Wireshark
Wireshark X\ an1T/Ea), EEFEALUNAZHEOESERG S, XORNEENANGSITE,
Wireshark XIFFEENHSITEE. BEEEEEIBLSE, EmSITHEA Wireshark -h i EREEERS (LIREMIEXN) . FHESEGIRK
5 9.1 “Wireshark #3EH{E 2"
5l 9.1. Wireshark #8EB{ZR2
Version 0.99.0
Copyright 1998-2006 Gerald Combs <gerald@wireshark.org> and contributors.

Compiled with GTK+ 2.6.9, with GLib 2.6.6, with WinPcap (version unknown),
with libz 1.2.3, with libpcre 6.4, with Net-SNMP 5.2.2, with ADNS, with Lua 5.1.

Running with WinPcap version 3.1 (packet.dll version 3, 1, 0, 27), based on
libpcap version 0.9[.x] on Windows XP Service Pack 2, build 2600.

wireshark [ -vh ] [ -DkILnpQS ] [ -a <capture autostop condition> ] ...
[ -b <capture ring buffer option> 1] ...
[ -B <capture buffer size> ]
[ -c <capture packet count> ] [ -f <capture filter> ]
[ -g <packet number> ][ -i <capture interface> ] [ -m <font> ]
[ -N <name resolving flags> ][ -0 <preference/recent setting> ] ...
[ -r <infile> ][ -R <read (display) filter> ] [ -s <capture snaplen> ]
[ -t <time stamp format> ] [ -w <savefile> ][ -y <capture link type> ]
[ -X <eXtension option> ] [ -z <statistics> ] [ <infile> ]
B EBNEMNEIA TNE
BRI ENRE, Wireshark ip$</56) Wireshark, AEERE, (REILAESHNEINFZSEENRIFER). I ERNTEFEINF):
E£ET: BEFEINFETRE—MFER? KESIFSASEHFR?
-a <capture autostop condition>
RE—MNERKISE Wireshark HARME(ZLLRHEN 4. TRERIETIN testvalue test (EATEFH—1.
duration:value
LIIEEERARRIY Value B, ELEBNFEIESUE,
filesize:value
LRSI/ NAE] Value {E kilobytes(kilobytes 227~ 1000bytes, I/~ 1024 bytes), {ELEBNEHESI L, WISRIZETR]-b EIRER R,
Wireshark TEIAEBERE R/ SELEE N HEHRIES S, FHIGEIT— 3.
files:value
SN HEGAE Value [BERTELES N RS
-b <capture ring buffer option>
WNFFEERIENHRART, B Wireshark iZ{T1E"ring buffer't&z(, #H48E 7 XHE. £ ring buffer't&=\ T, Wireshark SEEIZMHHE
X, eMNZFERXEEFIIEREE, BRERE,
HE—MEEX SR, Wireshark SEHHEEIT—MNXHBEAN, BRISHRE— 1Y, AT Wireshark £EFE— N HEIREERIERS
files IRE/9 0, WNRIREN 0, KLBEXHEIRH), BEIESNIZ U
GNER duration JEIRHERE, HSiHEIFLEATENAZHEEERIFIEL, Wireshark BIREAIIIREI TN, BIESFREE .
duration:value

SiBEREmAEY Value (B, BMEMHRIER, BRUIREITINIUGREBA.,

filesize:value
LA INEE value {E kilobytes B (kelobyte 327~ 1000bytes, TIAE 1024bytes), tIHAZEIT—/NS044.
files:value

HHEULE value (BRY, NE—NHEHEFFRBEA.

-B <capture buffer size (Win32 only)>
ES Win32igEXMHEPAIMEALZE MB EVAR IMB) AHIEIRsARE P EEUE, BEIREIRPXNABNEE. NRHEEIHREIES
Mg, aTLAZERERBRIAN,

-C <capture packet count>
SRR EERIEENREAEE, eEBREEERN-k IEmPEER.

-D
FTENRTLARE Wireshark FRFHEHERUEOT IR, 8MEOESE—NMRSHIZIRETRRRTROMAZE? ST, BO8FEORSILUR
G-I SECRIEEH TR O (X BTN Z 2 e = L FTED).
AR R BRI LARFIRAIFES (BN Windows, 5 TR/ ifconfig -a dpSHY UNIX FE)IXMpSRA O S1E Windows 2000 /5
SYSNEOZRBEEE—LERTMHR, XNEREONRSKELER.
TR, "BILAE Wireshark FIFHEtE " SRUE: Wireshark BILAFTFAB MK B TERERE; MNRERINFEHTREHIERE2FERERHRN
PRAYMCS (514N root, Windows THJ Administrators 28), FEIRBEXLANRAIKA, NARIN-D A28~ EHTEO., S5

-f <capture filter>



REBIENNRETIERAN
-g <packet number>
FEERA-r SEZHUHIENHLAE, ERIZSHEEIEERSHIE.
-h
-h IEINESK Wireshark FTENZhR AN S FERAGEZRIHETH), RAEEH.
-i <capture interface>
REATHTHIEAIEOSEE,
K& 2 FRUA/APTES Wireshark -D Bhig—; tBETLAEA Wireshark -D 27 R-A0RE, tNSRREF UNIX netstat -i 5% ifconfig -a 578
MEEOZBAILEEER. BAZFREH UNIX SEa#Bs#;-aifconfig 54,
WNERKISTESEL, Wireshark SIEFTZEOFIR, HIFE—NBAEZOBTHIE, NRIRBIFAEED, SEEE—REEO. NRREE
A, wireshark 2fRESEIR, AHUTHRIERIE.
EBEZEILAZ FIFOEMmEEE), WalLAER"-"ZBnERA. NEEENINEIREYRENERN libpcap 18z,
-k
-k JEIHEE Wireshark SZBDFHAHRETE. X MEREA-| S ECSEAREEHE A MEORE,
-|
FIFFEnRFIEIR, EHEtEIEHEUEHN, SB61#a0 Packet list'EHR ([E-S S8—HF) .
-m <font>
REETRINNFAR (REASROZRIIFASES) )
-n
BRMEITSZ R0 TCP,UDP ixO4, EH12).
-N <name resolving flags>
XFERBRIIRNIR O ST HBFRRITINEE; ZSHE— 1 F/E, A m LTS MAC BIH#T, n FFEREIHERTT, t FEERE
imSHET. XLEFREE-n F1-N SHERNFERERST-n, F8 CFHSEN(EE)DNS &if,
-0 <preference/recent settings>
REENEINENEIE, BaINMEEE M Preference/recent file iIEEISEL. . ZSHEE—F/HE, R
prefname:value prefnmae EENEIANEIZFR(HITE preference/recent file LAIEFR). value EEIEINSEINHIE, 2/ -0 <preference
settings> FJLAERITER ARG,
RE R EIEIAIGF
wireshark -o mgcp.display_dissect_tree:TRUE
RES T EESHAGIF
wireshark -o mgcp.display_dissect_tree:TRUE -0 mgcp.udp.callagent_port:2627

R
N 'P £ LIEZIRTE A BRI EIRIY IR,

P
AREEFORENRBIEI, TEAIRERNEERRRABTREL; X5, -p FAREHERNRENBIEE CAXIERZB LN E izt
RriER, 2B

Q

£ 1F Wireshark EfHESERATIE . BRILAFI-c IEII—ES(HEA. I EHIIE- -w EREa.,
-r <infile>

IEEEENE RIS, FHESHXIUE Wireshark STIFAITE,
-R <read(display) filter>

EEESHERER AR IE. SRS EFERNERNTIEINEE, 20UE 63 1 ‘NSRS , ALRINEASHET.
-s <capture snaplen>

IREHIEERRIRRIKE. Wireshark ERI{EIEE M <snaplen>F T HIEUE.

-S
Wireshark fEfBIEEUREE M AN EREA], BETE—NAERIEENE, 5—NAREREUE. XFHREINEESLY" Update list of packets in
real time/SCRY B7~EUE"THEEMEE.
-t <time stamp format>
REERIEEER. THRMEE
o 1 XY, REFMBSNEEERENTFE— I ERATE.
* a absolute IR BB & BN AHEIIATEL
« ad &R, REMBEEREXTBERRTE.
o d delta &EREEERIENTFRI—MERYATE
e e epoch REAEZERIIM epoch FEHILPER(1970 £ 1 B 1 B 00:00:00 #2)
-v
1B Wireshark $JEDHIRAE S, REEH
-w <savefile>
TE(RIFSHRTLA savefile FTBER=ZH SR,
-y <capture link type>
WNERIHIERTE -k 28, -y BISTEiEaPEUEEESEEY, The values reported by -L are the values that can be used.
-X <eXtension option>
BE—MEIEIELS TShark 18R, eXtension EIRfEMA extension_key: (BT, extension_key:BILAR .
lua_script:lua_script_filename, B&1x Wireshark Z IS ERIHIA, ERABIZAZE Lua scripts.
-z <statistics-string>
5% Wireshark IZfEBINFIHER, B ERECHEHNNEO. £5F: EHMEINESMET
9.3. ABERETRE
Packet colorization((Z&¥ B7~E)2E Wireshark —NMEEBRIVFE. (REILUKE Wireshark BITid IS SEEARBIRE. LIS RESBEES
AEEATTR,
~ RBER



{RETLATE http://wiki.wireshark.org/ColoringRules f Wireshark Wiki Coloring Rules page #ZIERE RIE%45),

BEROTERE, & View KEBHY “Coloring Rules..” SZEIN, 1GR3 " Coloring Rules"SHiEHE, ZE 9.1 “"Coloring Rules"XHEHE" Ffis
9.1. "Coloring Rules"JEIE

Wireshark: Coloring Rules |Z| |§| fz|

Edit Filter Crder

[List is processed in order until match is found]
Mew
MNarne Skring

lbcp.analysis flag: tepoanavsis.flaas @
cokp

kpkk.length = 519

smb smb || nbss || nbns || nbipsx || ipxsap || netbios Movwe _
http htkp || bcp.port == &0 selected Filker
Manage uninterested ipx || stp || hstp || eigrp || cdp up or down
———— | | dcerpc dcerpc
ngpurt... kcp syn kep.flags.syn == 1 || bcp.flags.fin == 1 || tcp.flags.reset == 1
i —— tcp tcp
Elmpurt... %'
l‘a}glﬁar
Help @QK | ‘ f Apply ‘ ‘ Eﬁave ‘ ‘ X Close |

fBah Coloring Rules SHEELIE, BYFSIRAAIAER, HAXEATREECEENGERITIREEEIZ once sthyou have a lot of ZXHIBIFHEHS
%50 tmd BIEAL, )

-, =
Ei ENEEANRTHR (AREA) EFEIR. MIIREE LM THINFNR AN, B, SFFEaothl fazHE—RAYAIRIE (B EY
NIZHHEREMMY A, FI30. NERIRE UDP thilHEFE DNS Z &, A4 DNS BEMNFASHN A (E /9 DNS {3 UDP #MY, UDP &%
N ETHICES., 1FE8F . XBERE netscreen BN, M _EMTILES, LB TS —MINLIEHASIEREEMNT . )
NBRRE—IXFERBEHMN, i “NEW” R TH BT ERIEXNEE, N?272f7x:
9.2. "Edit Color Filter"

Wireshark: Edit Color Filter M=
Filker

MName: (sl

Display Colors

Foreground Color.. [Eiau:kgru:uunu:l Colar. .. ]

‘ «@ Ik ‘ x Cancel

EHIEEREIHEE, MARBIEIRETR, AR String BAERNTIEFAE, 7?7?ERA92 arparp R iERE= /9 arp,string IHAY arp FREF
ROMDIEEELR arp. IINXEAELUR, (RATLAGERI R BB R BLEX NI EFRIAT. mdi Foreground color... /RIS &E#E Background color.../
HEGRHHMS#H Choose foreground/background color for protocol 3HFEHE(WE] 9.3 “"Choose color'SHFIE" ), #HiTRISE. HERIR
BT,

9.3. "Choose color"¥HiEiE

Wireshark: Choose background color for, “arp™ |:| |E| [zl

Saturakion: Green:
Malue: , Blue: v

Color Mame; | #D6ETFF

Y e
w w
Y o
w w

HE"F' @QK | ‘ X cancel |

ERRREERIE, = 0K
o =



You must select a color in the colorbar next to the colorwheel to load values into the RGB values. Alternatively, you can set the values to
select the color you want.

94 “fx Wireshark EERBZISIE" B7R 7 EIAER MERS N BFITLIERMIGF. MERIFEARERAE, LB CHEIMENE.

R RAEEE NN LS EaAE/ER, B&IColoring Rule Name: ..] and [Coloring Rule String: ..] =FER.
9.4. 7£ Wireshark R{EHG#ITE

test. pcap - Wireshark

File Edit Wiew Go Capture Analvze  Statiskics  Help

3 @ e ﬁbx%@@@-aﬁg||§|aa

E]Eilter: I - + Expression... hglear f apply

Mo, - Time Source Destination Protocol | Info £
1 0.000000 132.163.0.2 Broadcast ARF Who has 192.168.0.27 Gratuitous S
2 0.299139 192.168.0.1 192.168.0.2 NEMNS MName query NBSTAT *<00> <005 <005 o0
4 1.025559 192.188.0.2 224.0.0,.22 IGMP w3 Membership Report
6 1.048652  192.168.0.2 239,255,255, 250 LUDF Source port: 3193 Destination por
& 1.055053  192,168.0.1 192.168.0.2 UDP Source port: 1900 Destination pot
9 1.082038 192.188.0.2 192.168.0.255 NEMNS Eeqgistration NE ME1OO&1D <00

< | b

= Frame 1 (42 bytes on wire, 42 bytes captured)
Arrival Time: Jun 22, 2004 20:02:48.863096000
[Time delta from previous packet: 0.000000000 seconds)
[Time since reference or first frame: 0.000000000 seconds)
Frame Number: 1
Packet Length: 42 bytes
Capture Length: 42 bytes
[Frame 15 marked: False]
[Frotocols 'n frame: ethiarp]
[Coloring Rule Mame: arp] -
[Coloring Rule String: arp]
2 Etharmetr TT Cpes 183 188 A 3 FANARCAWerd AN Rixt s Brenadeset (FEF o FF 88 88 88 883
F Ff F ff 00 Ob

01 00 Oh

[£

W0 Q0 00 00 O 00 o0 ag Qo Oz

Frame (frame), 42 bytes |Pr120D: 120M: D

9.4. X EHNHNERE

P LAY T Ea, “

B MMYERS B CRRDSE BB aT S B S MESES 1 8E5ohifiErS. wireshark £@EIXAENEESH K EIEHARIDEE(FEAES "routes FN:
13"guessing") S ERIBEIR B Al RE IR EIRAFRIDES. FIA0, MERIRE—NERIMYERB— N EIRY TCP ik, Wireshark A ARABIE, HIU0.
HTTP MY fEFS 800 i A 24mE 80 i,

BERM AR T LAY AIRRIDeE KEA . STRZE LN EDes, SEIRAEFMEES.

9.4.1. "Enable Protocols"3HiEE

Eable Protocols XJiEHERTLA enable, disable fFEfIY, ERIAEIR NEFTETMNYED enable, WNRFEAMMYHE disabled, Wireshark TERFEIX MY AT
SIS AR,

-, =
_Ei B FEAMIY RS SR LHKMHZ IR E S B E R, FIa0, BREMREELT IP MY, EEENMEE Ethernet 1P, TCP F HTTP EEHIE. &
REBRUKKMER, PHYASER, EF IP #YaY TCPHTTP MU EE AR ER.
9.5. "Enabled Protocols"¥HiEiE




Wireshark: Enabled Protocols

Enabled Protocols
Status Protocal *  Descripkion -
[v] Zdparityfec Pro-MPEG Code of Practice #3 release 2 FEC
[ JCOMENS 3Com ®M3 Encapsulation
[ 3EPP2 A11 3EPP2 All
4 a0z.11 MaET IEEE 802,11 wirgless LAM management framme
[ g0z Radiokap IEEE 802,11 Radiotap Capture header
1 5025 Slow prokocals Slow Protocaols
M gp Plan 9 9p
[ aaL ATM AALL
[ Y. VT ATM AALE
(1 I ¥.1.1 Appletalk Address Resolution Protocol
4]  acap Application Configuration Access Prokocol
[v] ACP1E3 ACP133 Attribuke Syntaxes
[ ACSE 150 8650-1 OS5I Association Control Service
M actrace AudinCodes Trunk Trace
4 app Aruba - Aruba Discovery Prakbacal
[ arp Apple Filing Protocol
1 aFs =¥ Andrew File System (AFS)
] .1 Authentication Header
[ AIM A0L Instant Messenger
[l AIM Administration AIM Administrative b
< b3
Disabling a protocal prevents higher layer protocals From being displayed
I Enable Al ] I Disable Al ] I Invert ]
(9= [ Voo ][ @er ][ X

BYRGEGE, SiE TN EEIEPIHESEETT LMY enable/disable K7

- =3
[=]

@ WIIEIT Save IREAIRFIRE, OK, Apply IRHASIRFIRE, X4 Wireshark LAESEKRIRE.

[

1ZHHINEEN A
Enable All iF5IZRAHFRBE#N
Disable All Z1E5ZRHAIAMNY
Invert {JiR5IFRPAIEINYA enable/disable K7
OK RIFHAENEN, RAXHEE
Apply NFEX, AXRATHEE
Save (RIFZHRIIRE
7. Cancel EGH{EH, BHEXEE
9.4.2. FAFEERRIIES
f£"packet list'HE#R, 1%+, "Decode As", FJFF Decode As 3HiEHE, BILAIGRT IR EfFIDES. EMMNAERERIRONSEEE.
9.6. "Decode As" YHEHE

o vk wnN R

Wireshark: Decode As [ZI[EIFE

Link, | Metwork | Transport

(%) Decode {default) 2
9P
ACAP
AIP13
O Da nat decade TCP | source (31961 % | portis) as | ax4000
BEEP
BGP
Clial
amp 2

= [ vom J[ xex |

XHEERIABEIR TSRIEREES.

- =
=

@ FAFEERIDEE A RERTF. 1B Wireshark LIfg, XEIRESESX

1. Decode {FERIEZENIATIED.
2. Do not decode REFEEST AR,
3. Link/Network/Transport {5 MEIDEIXIZMEEHITHEE. = REFEE T EEUA T HRIEFEENNE.



Show Current 3 JH—MNEIEERZHE1HF B&EIEEhIfFIEEs7 %K.
OK N FERIEERARISES, KIAXIEIE,

Apply NFBZBIEERRRISES, (RISXHEETH

Cancel EGHEEX, KAFHEE,

9.4.3. RTAFIEEMRES

TEXEERR 7 HRIFAFiEERIEEs

9.7. "Decode As: Show" FHEIE

o v ok

~

Wireshark: Decode As: Show E|E|FZ|

Table Walue | Initial | Current
TCP port 3196 {none) AIM
UDP port 3193 (none) ADP

@ﬂelp ‘ CQQK H lhx.glear |

1. OK XHIXHIEIE

2. Clear BZFRFIEMEDER
9.5. EN&lR
Wireshark BIF S S AT LU TIEE. R Edit" S Preferences..."TR, $JFF Preferences XHFHERIEIHTIRE. W27~ BAIA " User interface" 2
F— P RH. [REAMERRZIZRPRIDE A LTS RAITRH.

Ei BHIRESIMEIBI, BTHRAXTSHILENEZFNG, 52% Wireshark Wiki Preferences TT:http://wiki.wireshark.org/Preferences.

@ OK 70 Apply IHHASRFIRE, (RUMRT Save IRARFIRE.

oF

o OK NFRS#IRE, XHAXHEIE
o Apply NFESEISE, AXATEIE
o Save NMFSHILE, RFSEIRETEE, HBEHFISHEETH
o Cancel EEFMESHIRERIREIXEERE.
9.8. preferences YHEHE

Wireshark: Preferences

Izer Intetface

Layaut Packet list selection mode:
Columns
Font Protocal tree selection mode:
Colors Save window posikion;

Capture

Prinking Save window size;

Mame Resalution

Save maximized skate; el
Praotocols

Cpen a console window | Automatic (advanced user) W |

"File Open" dialog behavwiar: (%) Remember last directary () Ahways start in:

Directary: | |

"File Open" preview timeouk; |3 |

"COpen Recent” max, list entries: |2I:I |

Ask For unsaved capture Files;

WWrap to endfbeginning of file during a find:

@ﬂelp cggk: I ‘ @? Apply ‘ ‘ Ejave ‘ ‘ x Cancel |

9.6. APZEE"
RPFREREAXEESTAFEEN SR, ENEXEERELSEMTE 93 T "B ERRE"




9.7. iR E

Display Filter Macros ZFRAIEEZFBERTEEIIES TR, flt0. EX—NERTIER, BFRA tcp_conv XA ((ip.src == $1and ip.dst
== $2 and tcp.srcpt == $3 and tcp.dstpt == $4) or (ip.src == $2and ip.dst == $1 and tcp.srcpt == $4 and tcp.dstpt == $3) ), LUS{RHt
ATLAEEA${tcp_conv:10.1.1.2;10.1.1.3;1200;1400} EE T IEFFER,

SNTIRETLABIEE 96 15 “FIFFRE" , 1#E#E Display Filter Macros 2B TRY View XEHTEIE., AFPFRE TERIMNFR. (FERLBMBN

User table)
name

/N NEZT T
text

RRBRIA, RE$1,$2,$3. MENMANSEET,
TEARERREE (FEE)
BAHEEIRBINE, LR ERE Windows & GTK2 IMET, HIgEERIEGENTIERINEE, TaeEERE 3f: 1. 0.99.5 ARARELERI
B8; 2. FUAOALF, RER, MRIBXHE, HEEREHRIKIK. 3. Windows+GTK2 TEIZHE, HBFEEE.
XBEEBAEEIRE, RAERBNEBNE—TENCIEFERSE.
PAEERBINGRGIF, SRiiEelgEs
1. EXERIBIR, a5efI4aY tcp_conv
2. ENBRNAE S, BTREANSHIMNENTESREN ESEARKE, REEEANELRE TS5, , tfl@EfE— o2
ip.src == $1and ip.dst == $2 and tcp.srcpt == $3 and tcp.dstpt == $4,1XEEH9$1,$2,$3,$4, WRAEERTIEES, RiZEEMK
B ip A NIROS, FEXEFEAT 1929334 2(F 58, MEENRMNSH—F, HERRIMEESEHAEN.

SHFHETENERINSEENENE, 1FIHa9${tcp_conv:10.1.1.2;10.1.1.3;1200;1400},tcp_conv 2EEZFR, 10.1.1.2 21 EVHE, H
ftiSSHE,
FHRERE, FRERY Wireshark FHZBIX1NIIEE. AERIIMRIX M taerTeeRA L.
9.8. Tektronics K12xx/15 RF5 thi}z®
Tektronix's K12xx/15 rf5 SUHETER helper files(*.stk)3EUHEEZEORZFMMN . Wireshark NBESEE stk 314, BEE—MNERRBIEEMY. (X
A EEAH)
Stk XFHMYICECIBISES 96 5 “HPEE’ KgE CERI.
match
a partial match for an stk filename, the first match wins, so if you have a specific case and a general one the specific one must appear first in
the list
protos
This is the name of the encapsulating protocol (the lowest layer in the packet data) it can be either just the name of the protocol (e.g. mtp2,
eth_witoutfcs, sscf-nni ) or the name of the encapsulation protocol and the "application" protocol over it separated by a colon (e.g sscop:sscf-nni,
sscop:alcap, sscop:nbap, ...) GRIBMEEIE. www.codepub.com)

9.9. FIR DLTs s
H— pcap X{HEFFIF DLTs (147 to 162)ZRHRI— AT  Wireshark {ERIXMNFRFKIRBIEA DLT KRB MM,
BEE 9.6 77 “FAPXRE" K DLT XBUWT:
encap
— M HER dits &
payload_proto
payload(EIERIERE SO EFR
header_size
WNERAE header 1Y (TE payload Z &), X MEREIF Wireshark header BIA/N, 8BS 0 B9E, ZELE header protocol.
header_proto
header tMYAIZFRENIAER"data")
trailer_size
ANERA trailer MYANECEERIMY, 7E paylod i Zf5), HRAREHNA/N. REN 0 FRELILZIML.
trailer_proto
trailer MY AYZFRENIARZ data")
9.10. SNMP ARk
Wireshark {8 SNMP ZRIGIE SNMPv3 SRS FHIHITIBH,
IZRBIIE 9.6 T “HPXRFE HTEE, BEENTFEE.
engine_id
ANEREMAT engine id, SfERFEARLE engine id BXLERE. ZFRE— 16 HHINFRH, BEEERN: 0102030405
userName
BRZ, Z3— 1 BPE8Z 1 EBXLARER SNMP-engines Bf, S—MNLEAIESMEFER. if you need a catch all engine-id (empty) that
entry should be the last one.

RS
ERHALGIUEED, (MD5 8 SHAL)
authPassword

AR, (ER"\xDD"YENIEFTENZRF. —1 16 HHIZEBH BN "\XxDD A2, FId0: 16 #5255 010203040506 FEAATEBMAN S
"\x01\x02\x03\x04\x05\x06'".

priv_proto
{EFERYINEEEIA(DES By AES)
privPassword

FABESA, EA"\xDD"YENIEFTENZRF. —1 16 HHIZEBHRBA N "\XxDD A, FId0: 16 #5255 010203040506 FEAATEBMAN S
"\x01\x02\x03\x04\x05\x06'".

“ dissector {588, MFITEYLSAME, dissct 7S, XEBHHMBITMIIENRARIDSE, 20, DB decode, UFUIERIIERRNE,



2 3 7 Wireshark t358& %! User table 4w4888, hRANGIRR?



